Application Note

Report No:
AN145
Title:

In-System Programming (ISP) of Sigma
Z-Wave 500 series modules and SOC devices

Author: Date: Version Number:
John Marriott 11th September 2015 0.80

Z-Wave® Next Generation Products

All rights are reserved. Reproduction in whole or in part is prohibited without the prior written consent of the copyright owner. The
information presented in this document does not form part of any quotation or contract, is believed to be accurate and reliable and may be
changed without prior notice. No liability will be accepted by the publisher for any consequence of its use. Publication thereof does not
convey nor imply any license under patent or other industrial or intellectual property rights

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices



Application Note

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 2



Motnex Application Note

Contents
IO Y o Yo 1 o4 o o S SSRPPPRRRR 7
L L R BAIUIES .ttt ettt e et ettt e et e e et e et e eh e e et et e ettt e ae et e aenaans 7
1.2 Programmers supporting Z-WAVE 500 SErieS UEVICES ............uuuuumummmmmmmmmiiiiiiiiiiiiiiiiniinnnninnnnnnens 9
1.3 CaliDratiOn OVEIVIEW .......uuiiiiiiiiiiieiiiii e 10
R B =T YT 10
1.3.2 Crystal (XTAL) CaliDIatioN. ........uuuiiiiiiiiiiiiiiiiiiiieiieeii e enneeneeeenees 10
1.3.3 TX CAIDIALION ...ttt 11
1.3.4 Calibration recovery after accidental NVR erasure / corruption ...........ccccoeeeeeeiviiiiiinnnnnnn. 11
1.3.5 Programmer selection guide for Z-Wave calibration ................cccccuveeimiiiimiiieiiiii. 12
I B LY oI U o] o Lo ] o (SRR 13
R R O 1Y 1 13
1.5 Upgrading your Equinox Programmer to support Sigma 500 series Z-WAVE device
[S1goTe ] =0 4]0 1] 0o [T P PP TPTPPTTTPT 14
I T RO 10T 41 14
1.5.2 Purchasing a Sigma Z-WAVE 500 SerieS LICENSE ...........uuuuuumiiiiiiiiiiiiiiiiiiiiiiiiiiiiennnnenennes 14
1.5.3 How do | enable the programmer for Z-WAVE programming?...............eeeeeeeeeemmmemnnnennnns 14
1.5.4 Entering the License String to upgrade your programmer ...........cceeevevvviiieseeeeeeeeesnnnnnnnns 15
1.6 Programmer firmware versions for Sigma 500 SEries SUPPOIt.........couviiiieeieeeeriiiiiiiie e eeeeeanens 16
2.0 Z-Wave - Programming INTEIFACES .......ciii i i i it e e e e e aanees 17
N R O 1Y =T VPSP 17
2.2 SPI - Programming INtErface - FEAUIES ........ciii i i it e e e e e 17
2.3 Z-WAVE single-chip In-System Programming (ISP) SchematiC............ccccccccvviviiiiiiiiiiiiinnnnn. 18
2.4 ISPnano programmer - Target ISP Port - SPI CONNECHIONS .........cccovvviiiiiiiiiiiiiiiiiiiiieeeeeeeee 19
2.4 Z-WAVE UART ISP SCheMALIC.......ccoeiiiiiiiiiiiiiiie e 20
3.0 Creating an EDS (DeVelopMENT) PrOJECT .......uuuuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiibiiiiiiseeeebeeeseeeseeeneeeseeeenenne 23
G T80 O 1Y =T VPP 23
3.2 Information required to create an EDS Development project .......cccceeeveeeeiiiiiiiiiiiie e, 23
3.3 Creating an EDS (DeVvelopment ProjECL) .....uu.cii ettt e e e e e eaaaa s 24
3.4 Selecting the correct Target DEVICE ..........ooviiiiiiiiiiiie e 25
I R Lo Tt Y= = o4 1T o R SSPRPPURR 25
3.4.2 Device Chip ID / SIQNATUIE .......vuuii e e et e e e e e e e e ea st e e e e eaaeaennees 26
3.5 Target System — Power SUupply SEttiNgS.........couviiiiiiiiiiiiiiiee e 27
3.6 EraS@ OPLIONS ... 28
3.7 Specifying the FLASH (Code) File ........ooomiiii e 29
3.8 Launching EDS at the end of the EDS Wizard............ccccooiiiiiiiiiiiiiien e 31
4.0 Testing a Project in Development (EDS) MOGE .........oouuiiiiiiii i 33
vt I g (oo (U Tt T o I (o = I 1 S 33
4.2 EDS - Default settings for SPI, statemaching €tC.......cccoceiiiiiiiiiiiiii e, 34
4.3 SP - SPEEA SEILINTS ..vvetteetutnttetttettteaeesaeteeeeaseeeeeeeeeseeseeee e s e s e et e sttt 35
4.4 Checking the Target VOIAJE ........uuuuuuiiiiiiiiiiiiiieiiiieieeieeaeaseeeeee bbb ebaeebeseebseebeesneeeeeeesnennnes 35
4.5 Testing SPI communication with the 500 SEreS deVICE......cccuuiiiiiiiii i e 36
5.0 OVEBIVIEW i e e ee ettt e e ettt e e e e e e e e e e ettt e e e e e e e e e e ettt et e e aeeeeeastsa e e eeaaeeesnttsnaaaeeaeeeanrnes 36
4.5.2 DIagnOSHC INO ..cooeieiieeeee e 36
4.5.3 POSSIDIE fallUre MESSAQES.....ceeeiiiii e e e e e ettt a e e e eeeeeeeeees 37
4.6 NVR Area - reading / writing in EDS MOTE .......oooiiiiiiiii e 38
6.1 OVEBIVIEW .. eeee ettt e e e e e ettt e e e e e et e e ettt e e e e e ae e e e ettt s e e aeeeeesetsa e eeaaeeesssnsnasaaeaeeeannnes 38
4.6.2 NVR Area tab - explanation............ooooiiiiiii 38
4.6.3 Reading the 'NVR parameters' from @ deViCe .........oouuuiiiiiiiiiiieiiieee e 39
4.6.4 Exporting specified 'NVR parameters' to an NVR parameter file............cccccoeeeeiiiiinnininnns 40
4.6.5 Importing an 'NVR parameter file' back iNntO EDS ..., 41
Appendix 1 — Standalone Programming MOde SETUP ......ooovviiiiiiiiiie e 43
1.0 OVBIVIEBW ...t e ettt ettt e e oo e e ettt ettt e e e e e e e e ettt e e e e eeeeeeeaes e e eeeeeeeennann e aeeeaeeennnes 43
1.1 Information required to create a Standalone Programming Project.............ccccccvvviiviniiiinnnnnnns 44

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 3



Pinex Application Note

1.2 Software versions for Standalone Programming MOUE.............ouvvvviiiiiiiiiiiiiiiiiiiiiieeeieeeeeeeeeeee 44
2.0 Explanation of 'standalone mode ProjECtS' ........couuiiiiiiii e 45
3.0 Running a ‘Standalone Programming Project’ ...........ccooooiiiiiiiiii i 46
4.0 Creating a 'Standalone Programming ProjJecCt ........ccoooeioiioi oo 47
o R =Y 1] o ] = T (=0 PSSR 47
4.2 Header INFOrMEALION SCIEEIN .....uuuuuuiiiiiiiiiiiiiiiiiaiibiiiae bbb bbensnnnnees 47
4.3 Programmer and ProjeCt TYPE OPLIONS. .......uuuuuuuiiiiiiiiiiiiiiiiiiiiiieiiiiiiiiiiseeeeesneennneeeeeenennnes 48
4.4 SeleCt the Targelt DEVICE' ........uuuiiiiiiiiiiiiiiiiiiii bbb nnnnnee 49
4.5 Select the 'SPI frequency' for programming .........ccooeeeeriieeiiiiie e e 50
4.6 Setting up the 'Chip Erase' / 'Amend NVR parameters' Options................eevvvieeeiiiminennnnnnnns 51
4.7 FLASH Area - programming OPLIONS ..........uuuuuuuuuuuunnunnesunnnnnininnnsnsnnnnnnnnssssnsennnnnnnseeneennnnenne 52
4.8 Final 'Congratulations' screen - saving YOUr PrOJECT .........cuuuuiiiiieeeeiieiiiiiee e e e 53
4.9 Importing an 'NVR parameter file' into a standalone project...........cccccoveeeiiiieiiiiiiiiieen e, 54
4.10 Compiling your StandalonN@ PrOJECT..........uuuuuuuiiiiiiiiiiiiiiii i eeeeenennee 55
4.11 Adding your standalone project to a Project Collection .............c.coovviiiiieiiieniiiiiiiceee e, 56
4.12 Uploading your standalone project to a programmer..........cccceeeeeeeeeviiiiiieeeeeeeeeeniiineeeeeens 56
Appendix 2 - ISP-PRO script - how to set up the PRODUCTION standalone project(s) ............. 57
O @ =T T P 57
2.0 Explanation of 'standalone ProjJECIS ........ccii i i i 57
2.1 Opening the Sigma ProjeCt COlECHON ...........uuuueiiiiiiiiiiiiiiiiiiiii e aeeeeeene 59
2.2 Changing the 'Product firmwWare’ fil€ ................uuuumuuiiiiiiiiiiiiiii e 60
2.3 Uploading the new Project Collection to the programmer.........cccccooeevviiiiiiiiiieee e, 66
Appendix 3 - Setting up the 'TX POWEr" ParametersS ...........uuuuuuurriiiiiiiiinieiiernenennnenennnnreenennnreenn. 67
O @ =T T P 67
1.1 Why do | get @ 'TX POWETr PAraMELEI" €ITOI?......cuuiiiiiiiiiiiiiiiiiiiiieeieeeeeeee e ee et e e e eeeees 67
1.2 Where do | find the “Tx Power’ settings in Sigma’s SDK............coooiiiiiiiiiiniiin e, 68
1.3 'Tx Power' parameters — overview Of Merging PrOCESS. .......cuuuuivrririiieeeiieiiiieeeeeeeeeeeeeeeeeeeeeeeees 69
1.4 'Tx Power' parameters — merging into the FLASH heX file..........iiii 70
Appendix 4 - Configuring the Z-Wave 'External Non-volatile memory (NVM)' parameters ........ 73
1.0 OVEBIVIEW ...ttt ettt ettt ettt ettt ettt ettt ettt et e e et et et et e e e ettt et e e et eeeeeeeeeeeeeeeeeaeees 73
1.1 NVM memory — configuration parameters OVEIVIEW..........cooveevieeieeeeeeeeeeeeeee e 73
2.0 No external NVM (memory) device fitted on target board...............ccooovviiiiiiiii i, 74
3.0 Custom NVM (memory) device fitted on target board..........cccooooiiiiiiiiiiii e, 74
3.1 How to work out the NVM (memory) device parameter ValUues................uuuvuveevmiimminennnnnnnns 75
3.2 Configuring the script file to program custom NVM (memory) device parameter values.... 75
3.3 Configuring individual NVM (memory) device parameters........cccoeeeeeeerieeviiceieeeeeeeeevniinnnnn. 77
3.4 Testing the custom NVM (memory) deviCe Parameters ...............eueeueerreremmmmmmmmennnnnnnnnnnnnnns 78
Appendix 5 — Restore ‘NVR Area’ SCIiPt..........cooooiiiiiii it 79
1.0 OVEBIVIEW ...ttt ettt ettt ettt ettt ettt e et e e et e e et et ettt e et e e e eeeeeeeeeeeeeeeeeeeeaeees 79
1.1 Modifying the default ‘Restore NVR’ SCript .......cooooiiiiiieie e, 79
1.2 Testing the ‘Restore NVR’ script in ISP-PRO ..........coviiiiiiiiiiiiiiiiiiiiie 81
1.3 Checking the final ‘NVR settings’ are Correct...........ooooviiiiiiii i, 81
Appendix 6 - ISP-PRO - QUICK SEArt GUITE .......uuuuiiiiiiiiiiiiiiiiiiiiiiieiiiieaieeessnseseenssnsssesseensseneneeeneennnee 83
O @ Y= 4T S 83
2.0 Installing the Sigma SCriPtS N0 PrOJECES .......uuuuuuuuiiiitiiiiiiiiiiieiiieieeaeaeeeeebeee b earaeeeeennes 83
P20 @ 1Y o T S 83
2.2 Overview of files required for ISP-PRO SOftWAIE .........ccooiiiiiiiiiiei e e 84
2.3 Setting up ISP-PRO to run the Programming SCrPL(S) .......uuvurruurmmmmmmmmnininiininiinnnenininnnnnnnennnnne 85
2.4 Start the ISP-PRO application and 10g iN.........ooooiiiiii e e 85
2.5 Setting up the COrreCt COM POIt......oeiiiiiie e e et a e e e e e e e eeeee e e e e eeeas 86
2.6 Detecting the attached ProgrammEr(S) ...... ... . e i uuuuueeeeeuiieeeiieaiaeeeeeaeereeeeeeeeeee e 87
2.7 Selecting & SCrPL File TO FUN ......iiiiiiiiiiiiii bbb seebaeaeeneeneen 87
2.8 Uploading your Project Collection to the programmer(S) ........uuuooiiieeeiieeiiiiaae e 89
2.9 Running the programming SCIPL(S) ........uuuuuuuuuuuuuuuuuuunununuunueunnnnneneeaeaneeeeeeeeeeeeeeeeeeneeeeeeaeaee 92
2.10 Executing the programming / calibration SEQUENCE .............uuuuuuiiiiimmiiiiiiiiiiiiiiiiiiieiienieneeneenne 93
2.11 Programming SEQUENCE - PASS ... ..o i e et e e e e e e eaeee e e e eeeeas 94

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 4



Motnex Application Note

2.12 Programming SEQUENCE - FAIL ......cooiiiiiiiiii e 95
3.0 Setting up an Incremental Serial NUMDET .......c..cooiiiiiiiiiie e 96
L1 OVEBIVIEW ...ttt ettt ettt ettt 96
3.2 Importing a Serial Number from file ... 96
Appendix 7 - FLASH File - CRC32 CheCKSUM ....coooiiiii e 99
1.0 OVEIVIEW ...ttt 99
1.1 Using EQTools - EDS to update the CRC32 checkSum ..............cccoiiiiiiiiiiiiiiiiiiiiiiiiiie 100
1.2 Why do | get an invalid FLASH CRC32 checkSum €rror? ...........ccccccuemiimmiiminiiiiiiiiiiiiiiiennens 100
1.3 Loading standard Z-Wave Firmware releases from Sigma ...........cccovvvviiiiiiii e, 101
1.4 Loading a custom Z-Wave FIrmware relEase..............uuuuuuuummmmmmmiiiiiiiiiiiiiiiiiiiiiiniiiinnenenneenennees 101
1.5 How to correct / add a valid CRC32 checksum to an input file ............ccccceiiiiiiiiiiiiiiiiiiiiiinne 101
1.6 Opening the project in EDS (Development MOdE) .......ccoovvviiiiiiiiii e 102
1.7 Calculating the CRC32 checksum of the input file ..., 102
1.8 Saving the revised file with the CRC32 CheCkSum ... 104
Appendix 8 - Sigma SD3502 Evaluation ModUle...........oooiiiiiiiii 105
1.0 OVEIVIEW ...ttt 105
1.1 EQUIPMENT FEOUITEA ...ttt 105
1.2 Connecting the programmer to the Sigma eval module ..............cccociiiiiiiiiiiiiie 106
Appendix 9 — Sigma connNector defiNitiONS ......cooiiii i 107
1.0 Sigma - ISP Header SEIECHON ..........uuiiiiiiiiiiiii e 107
Appendix 10 — Connecting the Z-Wave target board to an ISPnano programmer..................... 109
1.1 IOMOD10 module - connections to Z-Wave target board (SPI interface)..........ccccccceeeeeneennn. 109
1.2 IOMOD7 module - connections to Z-Wave target board (SPI interface) ..........cccccccvvveeeenne. 111
1.3 IOMOD4 connector module - connections to Z-Wave target board (SPI interface)................ 112
1.4 IOMOD4 connector module + Clock Buffer - connections to Z-Wave target board (SPI
] (=T = Tod=) PP URPPPPRRPIN 113

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 5



Application Note

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 6



Motnex Application Note

1.0 Introduction

Equinox Technologies manufacture a comprehensive range of programmers suitable for high-speed
In-System Programming (ISP) of Sigma 500 series Z-WAVE devices. This application note
describes how to develop and implement In-System Programming (ISP) support for the Z-WAVE
devices using the ‘SPI Programming Interface’. The document details how to make a
'Programming Project’ which will operate on any Equinox ISP programmer including a full
description of how to implement In-System Programming (ISP) of Z-WAVE devices.

1.1 Features

The Equinox programming range includes solutions for development, low / mid / high volume
production and field programming of Sigma 500 series Z-WAVE SOC (System on Chip) devices.
and Z-WAVE modules.

General features.....

¢ High-speed In-System Programming (ISP) support of Sigma 500 series Z-WAVE SOC devices
and modules

Programming solutions for development, low / mid / high volume production and field
programming of Z-WAVE devices

Programs the on-chip FLASH Memory and NVR area of Z-WAVE devices

Uses a high-speed ‘SPI bus’ port as the ISP interface

Very high-speed programming due to fast SPI programming interface, local user data storage
and optimised programming algorithms

Programmers can be used in ‘Standalone Mode’ (no PC required)

Supports high-speed program / verify of the on-chip FLASH in a single operation.

Fully user-configurable pre-programming statemachine supports custom target reset circuits

In ‘Development Mode’.....

Powerful yet simple-to-use Development Suite called ‘EDS’

All aspects of programming the Z-WAVE device can be controlled from EDS

Program and read back the Sigma device on-chip FLASH memory under PC control

All projects can be developed and tested on a real device before uploading a ‘Standalone
Programming Project’ to the programmer

Tested ‘Programming Projects’ can then be uploaded to the programmer for use in
‘Standalone Mode’

Production Programming solutions.....

e Programmers can be used in ‘Standalone Mode’ (no PC required)

o Asingle ‘Standalone Programming Project’ can Erase the device and program /verify the
FLASH area in a single operation.

e Upto 64 x Z-WAVE ‘Standalone Programming Projects’ can be stored inside the ISPnano
programmer.
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e Programmer can store multiple versions of firmware for different ‘customer product
versions’.

e Support for programming unique data per device including serial numbers, MAC addresses,
calibration data, barcode data etc.

o ConsoleEDS - powerful ‘console application’ allows the programmer to be controlled from
any custom remote application.

e ISP-PRO - powerful production control / sequencing utility supports controlling of up to 32
programmers from the same PC.

e |SPnano-MUX programmer family - supports sequential programming of up to 8 x
independent Target Boards (UUTSs) on a ‘PCB Panel’

e ISPnano-GANG programmer family - supports concurrent gang programming of up to 32 x
independent Target Boards (UUTs) on a ‘PCB Panel’
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1.2 Programmers supporting Z-WAVE 500 series devices

The 'Z-WAVE 500 series' devices are currently only supported by the Equinox 'ISPnano’ family of
production ISP Programmers. The 'ISPnano’ programmers can be upgraded to support high-speed
programming of via the ‘SPI Programming Interface’ .

The table below lists all the Equinox ISP programmers which are capable of programming 'Z-WAVE
500 series' devices....

Programmer Sigma Requirements Upgrade Order
Z-wave Code
Support

e ISPnano Series Il Upgrade License upgrade ISPnano-UPG35

e ISPnano Series lll ATE

e ISPnano Series IV ATE

e [SPnano-MUX

Please note:

e A chargeable ‘License Upgrade’ is required to enable the 'Z-WAVE 500 series' device
support on any of these programmers.

o The programmer firmware will probably also need to be upgraded in order to support
'Z-WAVE 500 series' device programming — see section 1.3.

e |tis also recommended that EQTools version 4 build 3498 or above is used when
programming 'Z-WAVE 500 series' devices.
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1.3 Calibration overview

1.3.1 Overview

The Z-Wave 500 series SOC devices and modules must be calibrated at the customer production
programming stage before they will operate correctly.

The calibration procedure(s) required depend on whether you are programming a Z-Wave module,
SOC (just the bare IC) or 'Bare die' version of the Z-Wave product.

The table below details which calibration procedure(s) is / are required for the different Z-Wave

product types......
. Customer .
Sigma Z-Wave Crystal (XTAL) Cust_ome_r EqL_uno>_< IOMOD10
product . . TX calibration Calibration module
. Product type calibration X .
family ; required required
required
NO
ZM5101 SiP Module (Sigma factory YES NO
calibrated)
(Except Module (Sigma factory (Sigma factory NO
ZM5101) calibrated) calibrated)
SOC
SD35xx (System On chip - Bare YES YES YES
IC)
Z\WO05xx Bare die YES YES YES
Any product type
ALL where the 'NVR Area YES YES YES

has been erased or
corrupted.

1.3.2 Crystal (XTAL) calibration

The 'Crystal (XTAL) calibration' procedure tunes the TX- and RX radio frequency of the Z-Wave
device so as to give the minimum frequency error. This calibration must be carried out on the final
crystal which will be used with the Z-Wave device.

Important notes:
e The 'Crystal (XTAL) calibration' procedure is performed by Sigma at the factory for all Z-
Wave modules as these modules have the final crystal already fitted to them.
e If you are programming SOCs (bare ICs) or 'Bare Die' products, then these devices are NOT
pre-calibrated by Sigma at the factory. You will need to perform the 'Crystal (XTAL)
calibration' procedure on these devices at the customer production programming stage.
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1.3.3 TX calibration

The 'TX calibration' procedure is required to tune the Z-Wave frequency separation during
modulation to an optimum value.

Important notes:
e The 'TX calibration' procedure is currently NOT performed by Sigma at the factory.
e The customer must therefore perform the 'TX calibration' procedure on ALL Z-Wave
modules, SOCs and 'Bare die' devices at the 'customer production programming' stage.#

1.3.4 Calibration recovery after accidental NVR erasure / corruption

If the 'NVR Area’' of a 500 series Z-Wave device is accidentally erased or corrupted, then both the
'‘Crystal (XTAL)' and 'TX' calibration parameters may be invalid. This means that the Z-Wave device
will no longer function properly.

If this happens, then it is necessary to fully re-calibrate the Z-Wave device. This recalibration process
involves performing both the 'Crystal (XTAL) calibration' and the 'TX calibration' procedures and
also programming some default 'factory settings' for the device or module back into the 'NVR Area’' of
the device.

This procedure requires the following equipment and other information:
e AnISPnano Series 4 or ISPnano-MUX programmer
e An Equinox 'lOMOD10 - Sigma Calibration Module' - plugged into the programmer
e A special 'Restore NVR Calibration' script
e A custom parameter file to restore the relevant 'factory parameters' to the device
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The Embedded Solutions Company

1.3.5 Programmer selection guide for Z-Wave calibration

The table below details which Equinox programmers are capable of performing the 'Crystal (XTAL)
calibration' and 'TX calibration' procedures.

Crystal (XTAL) TX calibration IOMOD10 Calibration
Programmer name

calibration supported supported module required

Isp nano NO YES Not applicable

Series III

Isp nano NO YES Not applicable

Series III - ATE

YES
p YES YES 1 x IOMOD10
I S - nano module for 'XTAL
Series IV - ATE Calibration'
Il dno )
gang NO YES Not applicable
Multi-Channel Gang Production ISP Programming Systems
YES
nano Requires 2, 4 or 8 x
I S mux YES YES IOMOD10
2. 4 or 8 Channels modules for 'XTAL
Calibration’

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 12



Motnex Application Note

The Embedded Solutions Company

1.4 Device Support
1.4.1 Overview

The Equinox ISPnano programmer range supports the following 'Z-WAVE 500 series' - SOC
(System on Chip) devices and Z-WAVE modules...

Z-Wave Next Gen SoCs (500 series):
SD3502, SD3503

Z-Wave Next Gen modules (500 series):
ZM5101, ZM5202, ZM5304
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1.5 Upgrading your Equinox Programmer to support Sigma 500
series Z-WAVE device programming

1.5.1 Overview

The Sigma 'Z-WAVE 500 series' algorithms are not supported as standard on any Equinox
programmers. It is necessary to purchase a ‘License Upgrade’ for 'Z-WAVE 500 series' support
from Equinox. Equinox will then send you a ‘Upgrade License String’ which will upgrade your
programmer to support programming of this device family.

1.5.2 Purchasing a Sigma Z-WAVE 500 series License

All Equinox ISP programmers require the purchase of a ‘License Upgrade’ to enable 'Z-WAVE 500
series' programming support. Please see the table in section 1.2 for the relevant upgrade for your
programmer.

1.5.3 How do | enable the programmer for Z-WAVE programming?

To enable your programmer to support 'Z-WAVE 500 series' ISP programming, please purchase the
relevant upgrade from Equinox or an Equinox distributor:

1. If you purchase the upgrade directly from Equinox
e Equinox will email you a ‘JTAG License String’.
e This string can be entered directly into the <Enter License> screen in EQTools.

2. If you purchase the upgrade from a distributor

e The distributor will send you the Upgrade Pack by courier.

e Within the Upgrade Pack you will find an Upgrade Form with a Code String on it.

e Email this Code String plus your programmer ‘Serial Number’
to support@equinox-tech.com

e Equinox will then send you a ‘License String’ which is keyed to your programmer
Serial Number.

e This string can be entered directly into the <Enter License> screen in EQTools.
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1.5.4 Entering the License String to upgrade your programmer

Once you have received the License String from Equinox, please follow the steps below to apply the
upgrade to your programmer:

e Launch EQTools > The EQTools ‘Welcome Screen’ is displayed.

o Close down the EQTools ‘Welcome Screen’

e From the top menu bar, select <Programmer><Programmer Info>
-> the Programmer Information screen is displayed

o Click the <Enter License> button

- The <Enter License Key> screen is displayed.

Enter Licence key x|

[t iz pogzible to purchase Licenze Uparades from Eguinos for this product which
will enable certain utilities or Device Libranes. Please refer to the Equinos
wighsite [http: /e, equinos-tech.com] far a full list of upgrades for thiz product
or e-mail supportEeguinos-tech. com.

Pleaze enter the 24 character Hexadecimal licence key provided by Equinos o
enable certain options.

keyp |EAFIITE45535E ESA5E544450

ok LCancel

Enter the License String you were sent by Equinox
e Click <OK>
- EQTools should acknowledge that the attached programmer has been upgraded.

Information x|

Operation: IIpdate Programmet Licence information
Result: Pass

Press <Ok to view the updated programmer information,

e Click <OK>

¢ If you now check the Programmer Info screen, you should find that the entry for
‘Sigma 500 Series devices' is now ENABLED.

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 15



Pinex Application Note

1.6 Programmer firmware versions for Sigma 500 series support

Most Equinox ISP Programmers can be upgraded to support high-speed programming of 'Z-WAVE
500 series' microcontrollers via the ‘SPI Programming Interface’ .The table below lists all the
Equinox ISP programmers which are capable of programming'Z-WAVE 500 series'. A chargeable
‘License Upgrade’ is required to enable the 'Z-WAVE 500 series' support on any of these
programmers.

Fig. 1.3 Programmer firmware versions for 'Z-WAVE 500 series' In-System Programming (ISP) Support

Programmer 'Z-WAVE 500 series' support
ISPnano Series Il 6.28
ISPnano Series IV 6.28
ISPnano-MUX 2/4/8 6.28

Please note:
e Due to limited firmware storage space and the lack of required hardware on the EPSILON5-
MK4 and FS2009 / FS2009USB and PPM4-MK1 programmers, these programmers cannot
support the 'Z-WAVE 500 series' devices.
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2.0 Z-Wave - Programming Interfaces

2.1 Overview

The 'Z-WAVE 500 series' devices can be programmed using three different physical 'programming
interfaces' as detailed in the table below.

Interface Comment

usB USB Interface Uses the USB port of the Z-Wave device to program the
on-chip FLASH memory.

This programming mode still requires an external device
programmer to set the device into 'programming mode'
via the SPI or UART interface before the UART
programming interface can be used.

SPI SPI Programming Uses an SPI Port + RESET pin as an In-System

Port Programming (ISP) interface..

UART UART interface Uses a 2-pin UART interface as an In-System
Programming (ISP) interface..

2.2 SPI - Programming Interface - Features

e Fast Programming speed (compared to UART interface)
e Simple 3-wire SPI bus connection + RESET_N signal

Optional
RPROGIRESEMRE -----~-~--~~-==-~ >

RESET N

500 Series
PROGRAMMING Z-Wave

UNIT Single Chip
PROG_MISO |« SPI1_MISO
PROG_SCK »| SPI1_SCK
PROG_MOSI »{ SPI1_MOSI
PROG_GND GND

PROG_VCC AVDD/DVDD
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2.3 Z-WAVE single-chip In-System Programming (ISP) Schematic

The diagram below details the connections required to implement In-System Programming (ISP) of a
single 'Z-WAVE 500 series' device via the 'SPI programming interface' using an Equinox ISP
programmer.

Fig 2.3 —'Z-WAVE 500 series' device — SPI Programming Interface connection

PROG_VCC
Reset
PROG_RESET [—J»| Girouit
RESET_N AVDD/DVDD

PROG_MOSI -1 SPI1_MOSI|S

P

I 500 SERIES
PROG_SCK ——J»{SPI1_SCK Z-WAVE

r  SINGLE CHIP

R
PROG_MISO |<— SPI1_MISO|T

GND

PROG_GND

Fig 2.3.b — Sigma Z-wave 500 series device - SPI Signal names and directions

Programmer Signal description Signal Connect to Signal direction
Signal Name direction Z-Wave (from
(from Pin Microcontroller)
Programmer)
PROG MOSI Master OUT, Slave In | Output MOSI Input
PROG MISO Master IN, Slave OUT | Input MISO Output
PROG_SCK Serial Clock Output SCK Input
PROG_RESET RESET Output RESET N Input
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2.4 ISPnano programmer - Target ISP Port - SPI connections

The table below details the connections for programming a Z-WAVE 500 series device via the 'SPI
Interface' using the 'Target ISP Port' on the 'ISPnano Series 3', or 'ISPnano Series 4'
programmer..

15 13 11 9 7 5 3 A1 Target ISP Connector’ port
— The connector is a 16-pin bump-polarised IDC
00000060 connector with 0.1” pin spacing.
Pin 1 is the top right pin as shown in the diagram
. . . . . . . . opposite.
16 14 12 10 8 6 4 2

Pin Programmer Programmer |Connect to Notes
No Pin name Input / pin on target

Output Z-Wave device
1+2 |TARGET_VCC P TARGET_VCC Target VCC
3+4 |TARGET_EXT _VCC|P See notes. Target External VCC
5+6 |PROG_GND P Signal GROUND Signal Ground Connection

(0V)

12 Programmer /03 I/10 SPI - SCK SPI - Serial Clock Signal
13 Programmer 1/02 I/10 SPI - MISO SPI — Master In Slave Out
14 Programmer /01 I/10 SPI - MOSI SPI — Master Out Slave In
16 PROG_RESET @] RESET_N Target RESET control pin

O - Output from programmer to Target Device
| - Input to programmer from Target Device

P - Passive e.g. GROUND and power rails
N/C - Not connected
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2.4 Z-WAVE UART ISP Schematic

The diagram below details the connections required to implement In-System Programming of a single
'Z-WAVE 500 series' device using an Equinox ISP programmer via the 'UART interface'.

Fig 2.3 —'Z-WAVE 500 series' device - UART Programming Interface connections

PROG_VCC

Reset
PROG_RESET Circuit

v

RESET_N AVDD/DVDD

PROG_TXD 1 UARTO RXx (2.0)

500 SERIES
Z-WAVE

PROG RXD _|<——]UARTOTx (2.1) o= CHIP

GND

PROG_GND
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Optional
PROG_RESET f----------------- » RESET_N
PROGRAMMING SSeries
UNIT Single Chip
PROG_RXD |« UARTO Tx (P2.1)
PROG_TXD »| UARTO Rx (P2.0)
PROG_GND

PROG_VCC AVDD/DVDD

UART Interface to a 3.3V UART Programming Equipment

Fig 2.4.b — Sigma Z-wave 500 series device - UART Signal names and directions

Programmer Signal description | Signal direction | Connect to Signal
Signal Name (from Z-Wave direction
Programmer) Pin (from Z-Wave
device)
PROG_TXD UART TRANSMIT | Output UARTO Rx (P2.0) | Input
PROG_RXD UART RECEIVE Input UARTO Tx (P2.1) | Output
PROG_RESET RESET Output RESET_N Input
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3.0 Creating an EDS (Development) Project

3.1 Overview

This section describes how to make a ‘Programming Project’ for a 'Z-WAVE 500 series' device.

Please note:
The following versions of EQTools and firmware are required to support a 'Z-WAVE 500 series'
device programming:

e EQTools version 4 build 3490 or higher

e Firmware 6.11 - please consult Equinox

3.2 Information required to create an EDS Development project

The following information is required about your Target Board / application in order to create a
development project for a 'Z-WAVE 500 series' device.

# | Information / data required Example
1 | Sigma Z-WAVE device part number SD3502
2 | Connector on Target board 10-way IDC connector (SPI version)
3 | Programming interface (SPI or UART) SPI
4 | Target System Vcc voltage e.g. 3.3V
5 | Target System maximum current consumption | e.g. 100mA
6 | FLASH area ‘Program File’ Binary (*.bin) or Intel Hex (*.hex)
7 | Reset circuit parameters e.g.
e Capacitor / Resistor circuit
e Watchdog supervisor circuit
e Voltage monitoring circuit
8 | TX Power parameters The ‘TX Power parameters’ should be
obtained by from RF testing of your final
product.
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3.3 Creating an EDS (Development project)

The simplest way to create a Programming Project for a JTAG device is to use the EDS
(Development Mode) Wizard.

The steps required to create a project are as follows:
e Click the ‘New’ icon on the task bar
- The ‘New items’ screen will be displayed...

New

e ‘-

Development  Project Collection  Project Source
Project

/s o

Script Wizard Script File

Cancel

e Select <Development Project> and click <OK>
- The EDS (Development) Wizard will launch
e Select the relevant ‘Programmer’ and then click <Next>
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3.4 Selecting the correct Target Device

It is important to select the correct ‘Target Device’ when programming a 'Z-WAVE 500 series'
device. The part number of the device should be printed on the top of the chip e.g. ‘SD3502’.
3.4.1 Device selection

o Click <Next> - the <Select Target Device> screen will be displayed.
o Type in the ‘Device Part Number’ e.g. ‘'SD3502’ into the ‘Search for Device’ field
- a list of all matching devices will be displayed in the box underneath.

e

EE] Select Target Device... @
Search for Device by Name Device Detalls | Notes | Timings
Manufacturer:
Search by Signature Sigma Designs
Farnily:
Z-W 500 series - Serial Interf; SoC
Target Programming Interface ave SEMES - wEnal intertace =0
Device Code:
All - | | Search Now... |
SD3502 (SPI)
Huoltek + | Target Programming Interface
IC Microsystems |SPI 3-wire +RESET_N (Z-Wave) -
IS5
Microchip Flash Size:
NP (Philips) 131072 (0x20000)
Philips
Ramtran Flash Start Address:
Rohm 0 (0x)
ST_ i EEPR.OM Size:
+ - |y Seiko Instruments E
- Sigma Designs 256 (0x100)
i 4- | Z-Wave Single Chips Signature:
4 - |, Z-Wave 500 series - Serial Interface SoC Ox7F1F0401
m SRR ) Algorithm Version:
...} 5D3502 (UART) =
Winbaond '
Wi v
Library: 503502 (SPT). XML Version: 0,20 1135 devices loaded
oK l | Cancel |

o Asthe Z-wave 500 series devices can be programmed via different ‘programming interfaces’,
the device list shows the available interfaces eg. SPI or UART interfaces for the SD3502
device.

e Select the required device / programming interface from the list e.g. ‘SD3502 (SPI)’ and then
click <OK>

- The SD3502 device is now selected and will be programmed via the 'SPI' interface..
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3.4.2 Device Chip ID / Signature

On the next screen, check that the device selection and all other device parameters are

correct
=¥ Equinox Development Suite(EDS) Wizard... - Untitled E =] @
Target Device
Select the required target device fraom the list and device signature(s) to be chedked
Selected Device
Manufacturer: Family:
Sigma Deszignsz Z-%Wave 500 zeries - Senal Interface SoC B select Device...
Device Code: Device Algorithm Version: Silicon Revision:
5D3502 [5P1) 0.20 ?
Flash Size: Flash Page: MVR Size: MVF. Page:
131072 {0%20000) 255 256 (0% 100) 1 =
Target Programming Interface Polling Method

SPI 3-wire +RESET_M (Z-Wave) Conventional BYTE polling

| Signature 1
OxTFTFTRTRIFO401L |, |

The project is set to automatically read and validate the ‘Device Signature’ of the Target
Device by default.

The actual ‘Signature / Chip ID’ for the device being programmed can be found in the User
Manual for the device. Alternatively, it can be read from the target device using EDS.
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3.5 Target System — Power Supply Settings

This screen allows you to set up the 'Power Supply' characteristics of your Target System.

iy Equinox Development Suite(EDS) Wizard.., - Untitled EI =] @
Target System Power Supply Settings
Select Target System Voltage and Current Consumption
Target Voltage Settings Programmer Controlled Power Supply
Voltage | Programmer controlled T arget Power Supply: OM
13 :g: |_| M awirnurm Current [me Eowerdown Time [me
= == ==
Talerance [mv] 200 & 1000 =
] :%: Current Settle Time [mz]  PSU Qut OF, Delay [mg) Yoltage Settle Time [mz]
=) =) =)
Stabilise Time [ms] 100 & 500 = 100 5
200 :E: Power Status at end of project;
Power Supply iz left switched OM at end of project - |

Target Discharge Circuit

Target Dizcharge Circuit OM

1000 0z

External Target Voo Switch

Enabled Enabled at end of project

| Set Default

i. Select the Target Voltage

e This should be the voltage at which the Target Z-Wave device itself is being powered at during
the programming operation. This is usually 3.0 — 3.6V.

o If the target board is being externally powered, then the programmer voltage should be set so
that it matches the I/O voltage of the Z-Wave device.

e Set the ‘Voltage Tolerance’ to be as wide as possible e.g. 500mV to allow for power supply
variations. If the programmer is powering the Target System, this will also give a faster power-
up time.

e It may also be possible to power the entire Target System by feeding in a higher voltage e.qg.
+5V into the power supply input on the Target System.

ii. Set up the Target Powering and current parameters
e This option is only available for the PPM3-MK2, PPM4-MK1 and ISPnano programmers.
o If the programmer is to power the Target System, select <Programmer controlled Target
Power Supply: ON>
e Set the ‘Maximum Current’ to the maximum possible current which the Target System could
draw from the programmer.
o Leave all other settings as default.
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3.6 Erase options

This screen allows you to set up the 'Erase options' for the target device....

=¥ Equinox Development Suite(EDS) Wizard... - Untitled E =] @
Erase Options
Tick check box to Erase target device, and set post erase delay

| Erase Device

@ Full Chip Erase - All FLASH and EEPROM (if present) areas is erased, Security Fuses are also erased

Program Memory Erase - FLASH Program Area only is erased’

| Backup MVR. Area (from 0x 10 to 0xFF) before Erase
| Restore NVR. Area backup after Erase

Pause after Erase (ms)

200 F

Backup NVR Area before Erase
If this option is selected, the programmer will automatically read back the 'NVR data area' from the

target device before a 'Chip Erase' operation is performed.

Restore NVR Area after Erase
If this option is selected, the programmer will automatically restore the 'NVR data' contents which

were read back from the target device before the 'Chip Erase' operation was performed.

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 28



Btno Application Note

The Embedded Solutions Company

3.7 Specifying the FLASH (Code) File

This screen allows you to specify the Code (firmware) file which is to be programmed into the FLASH
area of the Target Device.

¥ Equinex Development Suite(EDS) Wizard... - Untitled E =] @

FLASH Area Programming Options

Select the required programming options for the FLASH memary area

Blank Check Flash Entire Area

Operation: Mone (@) Program/Verify Verify Only
Flash File | Timings

File: C:\test\Sigma'serialapi_controller_static_ZW050x_El_crc.hex
Status: Loaded OK Type: [Intel Hex (Generic)
Buffer

| Discard leading OxFF | Discard trailing OxFF
Min Add, 0x0Q000 Max Add., Ox1FFFF Bytes: OxDFBO CRC Ox4arF92

@ Auto Range Custom: Write From  Ox0000 To Ox1FFFE Bytes: Ox1FFFF

This is an optional step — you can also specify the file once you are in the Development Suite (EDS).

Selecting the FLASH File
e Click the <Browse> button
o Browse to and select the file you wish to load and then select <OK>
e -->The file will be automatically loaded into the 'FLASH File Preview' window - see below...

[ Flash File Preview o= ]
View entire area | Discard leading OxFF || Discard trailing 0xFF up to page boundary
0xz00000: D2 1800021803 6C BB 25E82202180B6DC3 ... .. Llza", . .md | H
0=00010: 416222021813 034703 5BFF 02 181B7F 01 Ab".... .G [¥...1. e
0x00020: 22D3 220218 23 A24292302202182BC2 36 "O"..#¢B'D"..+.f\6 =

r

0x00040: B3FFFF 02 184302 24 D4 FFFF 02 18 4B E4 A1 84, . C.=0inr. (K&
0x00050: 7OFFFF 02 1853022102 1E2202 185B 0261 piyv..3R10.". . [.a
0x00060: E4FFFF 02 18 63E4FF 02 0F SB 02 1B GBESF7 &4y, .cav. . [..ka+
0x00070: 13 22FF 02 1873C2DSEB30E7OF B2ZD5E4C3 "y, .shla0g. 2058

0z00030: 2Z2FFFF 02 183342449237 220218360221 "yw..3¢D77" ...

0x00080: SBFEF40AFAE4 99 FSE4 98 FEEC 30E7 17 B2 Idaldgdludleile. ? T
ISigma 500 Checksum: Input file CRC = OxFFA83B10, Calculated CRC = DxFFAB3B10 I
Min Addr. = 0x0000 Max Addr. = 0x1FFFF Bytes Loaded = 57264 (0xDFB0) CRC = OxFFAS3B10 File Format: Intel Hex (Generic)
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If the input file is a 'BINARY file' then the wizard will load the data in from file starting at

address 0x0000 and continuing contiguously to the end of the file.
If the input file is an ‘INTEL HEX’ or ‘Motorola S-Record’ file, then the wizard will load in from

file from the start address specified in the file to end address specified in the file.
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3.8 Launching EDS at the end of the EDS Wizard

Once you reach the end of the EDS Wizard, click the <Test> button to launch the project in the
Equinox Development Suite (EDS).

W Equinox Development Suite(EDS) Wizard... - Untitled

Congratulations!

You have now created a Development (EDS) project. This can be fully
tested under PC confrol with the EDS Development Environment. The
Project can then be uploaded fo a programmer and executed in 'Standalone
Mode'.

To test this project in Development Mode:

- Click the «Test= button below

- Save your project with a suitable name eq. myproject.ppm

- Your project will launch in the Equinox Development Suite (EDS).

- You can now interactively program the Target Chip under PC control.

Please note:

Your project will be saved in the Windows temporary directory by defaulk.
Plegse select an zlternative directory to save yvour projects when you save
the EDS project.

To program:

- FLASH areg of the Target Chip, select the <FLASH= fab.

- EEPROM zrez of the Target Chip, select the <EEPROM:= tab.

- Configuration Fuses of the Target Chip, select the <Fuses= tab
- Security Fuses of the Target Chip, select the <Security> tab

To upload this project to a programmer:

- Once in EDS mode, test 2l aspects of the Programming Project
- Select the =Owverview = tab

- Click the «<Add Proiect fo @ new Proiect Collection= buttan

Enter a name for the EDS project e.g. SD3502 and click the <Test> button
-> Your project will now launch in EDS (Development) Mode.

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 31



Application Note

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 32



TECHNOLOGIES

Motnex Application Note

The Embedded Solutions Company

4.0 Testing a Project in Development (EDS)
Mode

4.1 Introduction to EDS

If you have clicked the <Test> button at the end of the EDS Wizard, then an EDS (Development
Mode) session will now launch.

P -

W Equinox Development Suite (EDS)... - Ci\test\Sigma\SD3502-3.EDS = ch ==

Overview | programmer | Target Device | Target Osdllator | SPI Settings | Target Power Supply | Erase | Flash | NVR Security | SRAM

Project Information:

|/. Open [ Modify Base Programming Project | |:| |:|

| 2 Add Project file to a new Project Collection |

| By Update this project in an existing Project Collection |

Ci\test\Sigma'sD3502-3.PPM

Project Mame: Author:

Project Version: Creation Date
10122013 B~

Please note: To upload this project to a programmer, please either add the project to
an existing Project Collection or create a new Project Collection.

Main Settings:
Option: Value
Target Device 503502
Programming Interface LW SPI 3-wire + RESET
Target Voltage 3.3V +/- 500mV
Programmer Powers Target Mo
Pre-Programming State Machine 1 - Active LOW RESET - RESET Driven HIGH (50ms) and LOW ({50ms)
Flash file C:\... \Sigma\serialapi_controller_static_ZW050x_EU_crc.hex
MVR. file Mone selected
SPI Settings:
Hardware SPI:
Medium SPI: 921.6 KHz
Slow SPT: 115.2 KHz

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 33



Pinex Application Note

4.2 EDS - Default settings for SPI, statemachine etc

The following default settings will be used:
e ‘'Hardware SPI' interface

At this stage there are still a few parameters which may need to be set up / checked before the
programmer will communicate with the Target Device on the Target Board.

Please follow the instructions in the next sections which explain how to set up the:
e Test the Target Voltage
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4.3 SPI - speed settings

The 'SPI speed' should be set up before any programming operation can take place.

4.4 Checking the Target Voltage

It is a good idea to check that the target device is powered at the correct voltage before trying to
program it. A Sigma Z-Wave device normally runs at between 3.0 and 3.6V. The programmer ‘Target
Vec’ pin should be connected to the 3.3V rail on the Target System allowing the programmer to
measure the Target Voltage (even if the programmer is not powering the Target System).

To check the Target Voltage using the programmer, please follow the instructions detailed
below....

o Select the <Target Power Supply> tab

Owerview | Programmer | Target Device | Target Oscillator | JTAG Settings | Target Power Supply | Flash || Fuzes

Target Yoltage Settings Programmer Controlled Power Supply
Yaltage Programmer controlled T arget Poveer Supply: OM W
3.3 ilJ Maximum Current [m&)  Pawerdown Time [ms]
Tolerance [m] 500 il 1000 il
500 il Current Settle Tire [ms]  PSU Out QK Delay [ms] Yoltage Settle Time [ms]
el T el 500 -3 300 -3 500 3
200 il Power Status at end of project:
Fower Supply iz switched OFF at end of project W
i Power up... | Meazure /... | ¥ Rezet |

If the programmer is going to power the Target System.....

e Set up the voltage / current parameters accordingly (see programmer User Manual for detailed
instructions)

e The ‘Target Voltage’ should be set the actual voltage which the Z-Wave device is running at
e.g. 3.3V.

e The programmer will then generate JTAG signals which swing between 0V and the ‘Target
Voltage’.

e Click the <Power up> button to power up the Target System.

e > The programmer will then switch on the programmer controlled power supply and the
Target System should power up to the specified voltage.

e The measured ‘Target Voltage’. will be continuously displayed. If it is not, then you can
simply click the <Measure V/I> button.

e The voltage should be within 3.0 and 3.3V.

If the programmer is NOT powering the Target System...
Switch on the independent power supply which is connected to the Target System.
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Click the <Measure> button to measure the ‘Target Voltage’.
¢ The voltage should be within 3.0 and 3.6V.

4.5 Testing SPI communication with the 500 series device
4.5.1 Overview

To make sure that the programmer can communicate with the target 500 series device, try reading
back the Device Signature (Device ID) as follows:

e Select the <Target Device> tab

e Click the <Check ID> button
- The programmer will now try to communicate with the Target Chip via the JTAG Interface
-> If the Target Chip responds correctly, then EDS will report ‘Signature Check — Result:

Pass’.
Information I,ivj-,l
f Operation: Signature Check
X Result: PASS

Signature Read: 0x7F7F7FTFLF0401
Target device: 503502
Prog. Interface: LV SPI3-wire + RESET

Diagnostic Info ==

e The Signature (Device ID) is displayed e.g. Ox7F7F7F7F1F0401

This message means that the programmer has established a connection via the SPI interface to the
specified target device and that the device has the correct ‘Signature / Device ID’ as specified in the
device library.

4.5.2 Diagnostic Info

Every time the programmer enters programming mode, it will return detailed diagnostic information
about the target device. This information includes the Target Voltage, oscillator frequency and FLASH
timings.

To view the ‘Diagnostic information’:
e Click the <Diagnostic Info> button on any EDS screen
e Select the <Diagnostic Information> tab
- The diagnostic information is displayed as shown below.....
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4.5.3 Possible failure messages

The action of performing a <Check ID> can produce any of the following error messages:

i. Error 3039 / 3044 — Failed to enter programming mode

These errors are discussed in the next two sections.
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4.6 NVR Area - reading / writing in EDS mode
4.6.1 Overview

The 'NVR Area' of a Z-Wave device contains all the 'factory parameters' which are programmed into
the device when the device is calibrated in the factory by Sigma. This data is fundamental to the
operation of the Z-Wave module so it is very important that this data is never erased or corrupted. The
'NVR Area' contains calibration coefficients and also some parameters to which allow the
specification of external components to the Z-Wave IC including a Non-Volatile Memory (NVM) and
'Saw filter' components.

Using the EQTools - EDS tool, it is possible to read, backup, modify and write data in the Z-Wave
'NVR Area'. It is also possible to export a list of 'NVR parameters' with specified values which can
then be imported both into a 'Standalone Programming Project' or an 'ISP-PRO programming
script'.

4.6.2 NVR Area tab - explanation

To read or write the 'NVR Area' of a Z-Wave device, select the 'NVR' tab of the EDS session.
A sample of a typical 'NVR' screen with all data set to OXFF is shown below....

Overview | Programmer | Target Device | SPI Settings | Target Power Supply | Erase | Flash ecurity SRAM | Tx Power Settings

MR File Updated: Edit Buffer
Critest|SigmalCalibr ationSequence2|ZMS202_EU_NWR_101014.hex 1071072014 D9:45:03 | (2] Reload | File Open
V| Erase buffer before file load | H Save as
Automatically reload into buffer on change automatically upload to target on change |V Show NVR parameter view
NVR Parameter view Erase
0=00: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Bl MR Parameters | Report Fill...
0x10: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF i | |
0x20: FF FF FF FF FF FF FF FF FF FF FF FF FEF FF FF FE i . i Re Cale. CRC...
0x30: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF [ MNYR Layout Revision Mon-Yolatile Memory {(N¥M}) Parameters L= e
0x40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF B0 [Z]MYR lavout revision (REVY  OuFF V| Type (WyMT): OxFF Target Device:
0x50: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE i —_ ) —_
0x60: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFFF i3l [7]Pin Swapping (PINS): 0FF Size (NYMS): OXFFFF | Reset |
0x70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF i = ) . S
0280 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF [y Pags Size (NVIF): OxFFFE |2 powerup |
0x90: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF iy 7] Chip Select (NVMCS): == ———————
0x40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF [ | 1@ check I |
0xB0: FF FF FF FF FF FF FF FF FF FF FF FF FEF FF FF FE i T —
0xC0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FFFF [#f  USBParameters SAW Parameters | ¥ Ergse |
0=D0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF B V] USE vendor I (IDYEN):  0uFFFF 7| St Center Frequency (SAWC)  OxFFFFFF
0xE0: FF FF FF FF FF FF FF FF FF FF FF FF FEF FF FF FE i ) Blank Check
0xF0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF [ 1158 Product ID (IDPRODY: 0y FFF | SA Bandwidth (SAWE): 0xFF

HEX Buffer view of
the 'NVR Area’

Calibration Parameters

Crystal Calibration (CCAL): 0xFF

| Universally Unigue Identifier (LIUIDY:

CRC(CRC1E): ===

Calculated CRC 0xC130

Frequency Calibration 868, 4MHz (TRCALL):  guFr

Frequency Calibration 865.4MHz {TXCALZ):  owFF

Impork... || Export, ..

[ wite.. |
|-# yerify, .. |

| ®e caleche.., |

e The 'HEX Buffer' view of the 'NVR Area' on the left shows a hex representation of the entire
256 bytes of the 'NVR Area'.
e The 'NVR Parameter' view of the 'NVR Area' on the right lists the main 'NVR Parameters'

and their associated values.
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4.6.3 Reading the 'NVR parameters' from a device

The 'NVR parameters' can be read from the 'NVR Area' of a Z-Wave device and displayed on

screen.
Instructions:
e Select the EDS 'NVR' tab
e Click the 'Read' button on the right-hand side of the screen
e EDS will now prompt you for the address range. Click 'OK" to read the entire 256 bytes back
from the target device 'NVR Area'.
e The read back 'NVR data' will now be displayed both in the '"HEX Buffer' view and the 'NVR

Parameter' view - see screenshot below.....

Crverview | Programmer | Target Dewvice | SPI Settings | Target Power Supply | Erase | Flash Security SRAM | Tx Power Sethings

MVR File:

Updated:

Edit Buffer
C:itest|SigmalCalibrationSequence2iZM5202_EU_NYR_101014.hex 10/10/2014 09:45:03 | g“] Reload ‘ File Open
/| Erase buffer befare file lnad | | save as
Automatically reload into buffer on change Automaticaly upload to target on change |V Show NYR parameter view
Erase
0x00: FFFF FF FF FF FF FF FF FF FF FF FF FF FE FE FF | WYR Parameters | Report Eill....
Ox10: 01800104 0D 1B 78 200200 8001 00 FF FF FF
0=x20: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF - . 'R;Qalc. CRC...
030 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF N¥R Layout Revision Mon-Yolatile Memory {N¥M) Parameters |7|
0x40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF MR layout revision (REY):  0w01 | Type (NVMT): 002 Target Device:
0x50: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | cize (MMS): _—
0x60: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ] Fin Swapping (PINS): 0x01 ize (RVMS): 00080 | Reset |
0x70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF 9C OF 7] Page Size (HYMP): ———
0x80: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ' 0100 |2 eowerup |
0x90: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 7] Chip Select (NYMCS): 104 ————
O0x40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | 1§ cCheck 1D ‘
0=E0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF =
0=C0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF USB Parameters SAW Parameters | # FErase |
0xD0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | 1U5B Yendor ID (IDVEN):  uwFFFF V| 5w Center Frequency (SAWC): Ox0D1E7E
0=E0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Blank Check
0=F0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF V| UsB Product 1D (IDPRODY: nxFFFF | sy Bandwidth (SAWE): 0x20
Calibration Parameters
I Crystal Calibration {CCAL): 0x80 I Frequency Calibration 868, 4MHz {TRCALL): 0xFF |&|
Frequency Calibration 565.4MHz (TXCALZ):  0xFF |-*‘!87HFY|
| Universally Unique Identifier (UUID): | B Cale CRC.. |

CRC(CRC1GN 0x3CDF

Calculated CRC 0%3CDF (oo || Export...

The most important parameters to check are:

1. Crystal Calibration (CCAL)
If this field is 0x80, then the device is not XTAL (crystal) calibrated.

2. Frequency calibration (TXCAL1 / TXCALZ2)
If either parameter is OxFF, then the device has not been 'TX calibrated'.

3. Non-volatile (NVM) parameters

These parameters set up the type of external 'Non-volatile memory (NVM)' device attached to the Z-
Wave device or module.
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4.6.4 Exporting specified 'NVR parameters' to an NVR parameter file

If you need to fix certain 'NVR parameters' to specified values during the programming process, then
this can be achieved by creating an 'NVR parameter file (*.NEF)'. This file contains a list of specified
parameters with their required 'fixed' values.

A 'NVR parameter file (*.NEF)' can then be imported either into a 'Standalone programming

project' or an 'ISP-PRO programming script' and will then 'fix' the values of the specified
parameters.

Instructions:
e Select the EDS 'NVR' tab
o Read the 'NVR area' back from a golden sample device which has all the correct values
already programmed into it.
or

¢ Manually enter the required values into the relevant 'NVR Parameter’ fields.

In the 'NVR Parameter' view....
e Untick all the parameters which you do NOT wish to export to the 'NVR parameter file
(*.NEF)'.
e Tick all the parameters which you wish to export to the 'NVR parameter file (*.NEF)'.
e Check that the values of all the parameters you want to export are the correct value.
¢ Inthe example screenshot shown below, only the external 'Non-volatile memory (NVM)'
parameters are selected for export.....

MNVR. Parameters | Repork

M¥R Layout Revision Non-Yolatile Memory {(N¥™) Parameters
MR layvout revision (REY): il /| Type (MYMT): 0x0z
Fin Swapping (PING): 001 /] Size (NYMS): %0050
J| Page Size (NVMP: 0100
| Chip Select (MYMCS): Dx04
USB Parameters S4YY Parameters
USE Wendor ID (IDYEM): | .FFFF SAW Cenker Frequency (S8WC): |0x0D1E7S
USE Product ID (IDPRODY: | wrrer SAW Bandwidth (SAWE): 20

Calibration Parameters
Crystal Calibration (CCAL): 0x&0 Frequency Calibration S63,4MHz (THCALLY: 0xFF
Frequency Calibration 868, 4MHz (TXCALZ): 0«FF

Universally Unique Identifier (UUIDY:

0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

CRC (CRC16): Ox2CDF

Calculated CRC D9 DF Locit |[ 2 ]
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To export the selected 'NVR Parameter’ fields....
e Click the <Export> button
e The 'Export NVR Parameters' dialog box will now be displayed......

Export MNWR Pararmeters @

The Following MYR Parameters will be exported to an MYR Parameter File

Patamneter Value
Mon-Yolatile Memory Type (NVMT) 0x02
Man-Yolatile Mamary Size (MYRMS) 00100

Maon-Yolatile Memary Page Size (NYMP) 002
Mon-Yolatile Memory Chip Select (MYMCS)  0x04

[ a4 ] | Cancel |

o The parameters you selected should now be displayed with the ‘fixed values' which you want
to program into the target device.

o Check that all the required parameters have been exported and that the values are correct.

e Once you are happy the exported parameter list is correct, click the <OK> button

e |tis now possible to save the 'NVR Parameter list' to a file.

e Enter a suitable file name e.g. NVR_Exported_parameters.NEF and then click 'Save' to save
the parameter list to a *.NEF file

e The 'NVR Parameter list' is now available as a *.NEF file. This *.NEF file can be imported
into a 'Standalone programming project' or an 'ISP-PRO programming script'.

4.6.5 Importing an 'NVR parameter file' back into EDS

If you need to check the parameters and parameter values contained in an 'NVR Parameter file' file,
then the simplest way to achieve this is to import the file back into EDS.

To import an 'NVR Parameter file' file back into EDS....
e Selectthe EDS 'NVR' tab
e Click the <Import> button
e Select the relevant 'NVR Parameter file (*.NEF)" and click <Open> to import this file.
e The following screen will now be displayed....

Import NVR Parameters =

The Following VR Parameters wil be mported nto EDS

Paramel Walue
lemory Type (NUMT): 0x02
lemary Size (MYMS) 00080
-l lemory Page Size (MYMP)  0x0L00
jorv-Volatiis Memory Chip Select (NYMCS) - 0x04

EEEE
g%

(o)
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e Click <OK> to load the parameters / values from the 'Parameter list' into the EDS 'NVR'

page.
e The specified parameters / values from the file should now be merged into the existing 'NVR

Area’' data displayed on the 'NVR' tab.
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Appendix 1 - Standalone Programming Mode
setup

1.0 Overview

This section describes how to make a ‘Standalone Programming Project’ for an Equinox
programmer. A ‘Standalone Programming Project’ is a single file (*.prj) which contains all
programming actions and user data required to program a target Z-Wave device including the FLASH
CODE File, 'NVR Parameter file', '‘Configuration Fuse' settings and 'Security Fuse' settings.

A ‘Standalone Programming Project’ is generated using the ‘EQTools — Project Builder’ utility.
The illustration below shows the process of creating a project.

FINAL
FLASH
EIEE

*.hex, *.bin

* hex, *.bin

Tx Power Parameter —7

CRC32 Checksum —/

NVR Parameter List

NVR
Parameter
File

*NEF

Standalone

Pre-programming
State Machine
Settings

PROJECT Project File
BUILDER g
(Sigtr’:if:%usration Fuse LS UTILITY
ggarjnrgg (Lock) Fuse LS,
Power Suply Settings —>
-

For most Equinox programmers, it is possible to have up to 64 x ‘Standalone Programming
Projects’ resident in the programmer memory at any point in time. A ‘Standalone Programming
Project’ can be executed by an Equinox programmer without requiring a PC to control the
programmer. This makes it possible for the programming sequence to be triggered by an ASCII
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command via the RS232 / USB port, via the 'START' button on the programmer, via the 4-wire
'Remote Control Port' or via a 'Jig switch' on the programming fixture lid. As there is no
requirement for a PC to control the programmer, this 'Standalone mode' operation is ideal for
interfacing the programmer to systems such as ICTs, PLCs etc.

1.1 Information required to create a Standalone Programming
Project

The following information is required about your Target Board / application in order to create a
‘Standalone Programming Project’ for a 'Z-WAVE 500 series' device.....

# | Information / data required Example

1 | Sigma Z-WAVE device part number SD3502

2 | Programming interface SPI or UART

4 | Target System Vcc voltage e.g. 3.3V

5 | Target System maximum current consumption | e.g. 100mA

6 | FLASH area ‘Program File’ Binary (*.bin) or Intel Hex (*.hex)

7 | NVR Parameter File e.g. NVR_parameters.NEF (*.NEF)

8 | Tx Power parameters The ‘Tx Power parameters’ should be
obtained by from RF testing of your final
product and then merged into your ‘Final
FLASH hex file’.

9 | Configuration Fuse settings See Z-wave datasheet for details
(if unsure, leave as default settings)

10 | Security Fuse settings See Z-wave datasheet for details

(if unsure, leave as default settings)

1.2 Software versions for Standalone Programming mode

The functionality of being able to program a Z-Wave 500 series device in ‘Standalone Programming
Mode’ requires the following versions of both EQTools and programmer firmware to be installed....

# | Software / firmware Version required
1 | EQTools - programmer configuration software | Version 4 build 3660 or above
2 | Programmer firmware version 6.28 or above

Important note:

If you use an earlier version of firmware, the 'NVR parameter list' will not be programmed into the

target device. Please ensure you are using the more up-to-date firmware version.
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2.0 Explanation of 'standalone mode projects'

A ‘Standalone Programming Project’ is used for high-speed programming of a Z-Wave device
where no unique data per DUT such as a serial number needs to be programmed.

A 'Standalone Programming Project' supports the following functionality:

Applies power to the DUT

Enters programming mode

Checks that the 'Device ID / Signature' of the target device is correct.

Erases the ‘FLASH area’ and ‘NVR Area’ of a Z-Wave device

Reads back and then validates the existing ‘factory calibration data’ stored in the ‘NVR
Area’ of the Z-Wave device.

Validates that the ‘factory calibration data’ stored in the ‘NVR Area’ is not corrupted (checks
REV and CRC16 checksum)

Validates that the ‘TX Calibration’ parameters are within limits (i.e. the device is correctly TX
calibrated)

Validates that the XTAL Calibration’ parameters are within limits (i.e. the device is correctly
XTAL calibrated)

Validates that the ‘Non-Volatile Memory (NVM)’ parameters are not erroneous

Backs up the existing ‘factory calibration data’ stored in the ‘NVR Area’ of the Z-Wave
device before a ‘Chip Erase’ operation and automatically restoring this data after the ‘Chip
Erase’.

Programs fixed value ‘NVR parameters’ into the ‘NVR Area’ of a Z-Wave device. e.g. ‘Non-
volatile memory (NVM)’ fixed values.

Programs a fixed ‘FLASH Firmware’ hex or binary file into the ‘FLASH area’ of the Z-Wave
device

Programs the ‘Configuration Fuses’ of the Z-Wave device

Checks that the data programmed into the ‘FLASH Area’ is correct by validating the CRC32
FLASH checksum

Locks the device (setting the ‘Lock bytes’)

Power down / discharge the DUT

A 'Standalone Programming Project' does NOT support the following functionality:

Re-calibrating the ‘TX Calibration’ parameters if the Z-Wave device is not calibrated correctly.
Re-calibrating the XTAL Calibration’ parameters if the Z-Wave device is not calibrated
correctly.

Programming unique data e.g serial numbers, MAC addresses etc into the ‘NVR Area’
Recovering the data in the ‘NVR Area’ if it has been accidentally erased or corrupted.
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3.0 Running a ‘Standalone Programming Project’
Once a ‘Standalone programming project’ has been created, it must be uploaded to the

programmer using the ‘Upload Wizard’ utility (part of EQTools) first before it can be executed.

It is then possible to execute a ‘Standalone programming project’ using any of the following control
methods:

Control method Control method overview Number of
standalone
projects supported

START button Pressing the ‘START’ button on the programmer 1

Lid switch Closing the ‘Fixture Lid Switch’ contacts on the 1

programmer

4-wire TTL port Remote System e.g. ICT controls programmer 1

execution via 4 x TTL control signals

ASCII protocol Simple ASCII serial protocol 64
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4.0 Creating a 'Standalone Programming Project’
4.1 Getting started

To make a 'Standalone programming project' please follow the instructions detailed below...
e Start EQTools
e From the top menu bar, select 'File - New'
e Select the 'Project source' icon and click <OK>

New Items L&J
New
&, & &,
b =4 i
Development Project Project Source fScript Wizard
Project Collection
Script File

e Select the 'Project source' icon and click <OK>

e The 'Project Builder Wizard' will now be displayed.

e Do NOT change any settings on this screen. Click the <Next> button --> the 'Task options'
screen will be displayed

e Click the <Next> button --> the 'Header Information' screen will be displayed.

4.2 Header Information screen

The 'Header Information' screen is used to set up the following:
e Project name (UniquelD) - This is used to reference projects once they have been uploaded
to the programmer.
e Project File Name - This is the actual file name of the project.
e Project Version Control information - This information allows the project to be given a
unique and traceable version control string.

=} Project Builder Wizard... - Untitled EI = @

Header Information
Enter the required information for the project header. The 'Unigue ID' is also used as the filename.

Unique Project Id (filename) Append Build Date (mmddyy) Append Version Append Custom
2w FIRMWARE1 + +
Project Mame: Author:
ZWFIRMWARE1 John Marriott
Praject Version:

Major version: Minor version: Release Build

1E B 0® 0B
Auto-ncrement build number

Creation Date Comments:

15/01/2015 (kg

| Embed actual build date and time in PRJ (If unchecked will embed Creation Date)
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Instructions:
e Type in a suitable 'Project name / file name' in the 'Unique Project Id (filename)' field. e.g.
'ZWFIRMWARE1'
e This name will be used for both the project 'UniquelD' reference and also as the 'Project file
name'.

4.3 Programmer and Project Type options

The ' Programmer and Project Type options' screen is used to set up the following:
e The programmer which the project is to be used with.
e The 'Project Type' which defines how the 'standalone project' will be controlled.

3 'Project Builder Wizard.., - ZWFIRMWAREL ol = =
Programmer and Project Type Options
Select the required Programmer ko be used, and the kype of project
Programmer and Project Type
Programmer: Minimum Firmware Yersion:
‘ISPnano Series III/1¥ " | Get Info... 6.00 =

Project Type

‘Standalune - Keypad Control -

In this mode the programmer can be contralled from the programmer keypad,

Skip Image Check Enable Programmer Keypad Lack

< Back ” Next > ]l Close

Instructions:

1. Select the 'Programmer’ you want the project to work with....
e Select the correct programmer from the drop-down list e.g. ISPnano Series Il / V.
or
e Click the <Get info> to detect the attached programmer automatically (The programmer must
be already connected to the PC COM / USB port).

2. Set the 'Project Type' to match your required control method for the project.
e Itis possible to leave the 'Project Type' set to 'Standalone - keypad control' for now.
e The 'Project Type' setting can be changed globally for all projects via the 'Global options' in
EQTools overriding the setting in any individual project.

3. Leave all other settings as the default values

4. Click the <Next> button to go to the next screen.
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4.4 Select the 'Target Device'

The 'Target Device' tab is used to select the device / IC to be programmed and also the
‘programming interface' which is being used to connect the programmer to the target device.

w3 'Project Builder Wizard... - ZWFIRMWAREL = eh ===
Target Device
Select the required target device from the list and dewice signature(s) to be checked
Selected Device:
Manufacturer: Family:
‘ Wl select Device...
Device Code: Dervice Algorithm Yersion: Silicon Revision:
Flash Size: Flash Page:  Eeprom Size: Eeprom Page:
Target Programming InkerFace Polling Method
Mone Conentional BYTE polling
Signature 1 Signature 2. Signature 3.
Motes:

< Back. Mext = Closs

Click the <Select Device> button

Select Target Device.., @
Search for Device by Mame Device Detals | notes | Timings
30302 Manufacturer:
Search by Signature Sigrna Designs
Fanily:
] Z-Wave 500 series - Serial Interface SoC
Target Programming Interface
Device Code:
All - | | Search Mow... |
SD3502 (SPI)
Wicrachip - Target Programming Interface
NP(Philips) |5P1 3-wire + RESET_M (z-wiave) -
Fhilips
Ramtron Flash Size:
Rohm 131072 {0x20000)
aT
. 1 Seikn Instruments Flash Start Address:
4. Sigma Designs 0 (0x0)
4 - | Z-Wave Single Chlps_ . EEPROM Siza:
- |, Z-Wave 500 series - Serial Interface SoC
/Ml sp3s0z (SPI) | 256 (D100}
-3l sD3502 (UART) || signature:
uor 0x7F1F0401
winbond Algorithm version:
wicar
0.20
ZENSYS a1
Library; SD3502 {SPI).»ML Version; 0,20 1145 devices loaded
(8] 4 l | Cancel

To select the device you wish to program:

o Type the 'Device code' e.g. SD3502 into the 'Search for Device by name' field and then
click the <Search> button
or

e Find 'Sigma Designs' in the tree in the bottom window and then click the triangle symbol to
open the tree up to display the 'Z-Wave 500 series' devices.

Select the required device depending on which 'programming interface' is being used:
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e SD3502 (SPI) - SPI Interface (MOSI, MISO, SCK, RESET_N)
e SD3502 (UART) - UART Interface (TXD, RXD, RESET_N)

The 'Target Device' tab should now display the selected device and '‘programming interface' .....
o3 'Project Builder Wirard... - ZWFIRMWAREL ol @ ==
Target Device E{
Select the required karget device From the list and device signature(s) to be checked

Selected Device
Manufacturer: Family:

Sigma Designs Z-Wave 500 series - Serial Interface SoC

Device Code: Device Algorithm Yersion: Silicon Rewvision:

503502 (SPI) 0.20 ?

Flash Size: Flash Pags:  MYR Sizs: YR Pags:

131072 (020000} 256 256 (0x100) 1 -
Target Programming Interface Polling Methad

SPI 3-wire + RESET_M (Z-Wave) Conventional BYTE polling

V| Signature 1
UxFFTETERRLFOOL [, |

Motes:

< Back, H [uext > ‘l Close

Click the <Next> button to go to the next screen.

4.5 Select the 'SPI frequency' for programming

The 'SPI Settings' tab is used to set up the 'SPI frequency' which is used by the programmer to
communicate with the target Z-Wave device.

=3 ‘Project Builder Wizard... - TWFIRMWAREL o 2 =)
SPI Settings
Select the required SPI frequency and delay times
External Oscillator ) Internal RC Dscillator
Target Oscillator Freq: 32 00 MHz Target Max SPI Freq: 1,00 MHz
Fast SPI Frequency: | 921.6 ke -
Slow SPI Frequency  [115.2 K -

Set Fastest | | Set Default

Motes:

<Back || Mextx | | Close

e Itis bestto leave both the 'Slow' and 'Fast' SPI frequencies at the default settings at this
stage.

¢ If you encounter reliability problems during programming, then try reducing the 'Fast SPI
Frequency'.

e Click the <Next> button to go to the next screen.
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4.6 Setting up the 'Chip Erase' / '"Amend NVR parameters' options

The 'ERASE' tab is used to configure the following options:

1. Erase Device
When enabled, the programmer will perform a 'Chip Erase' option which will erase both the FLASH
and NVR areas

2. Validate / amend NVR parameters
When enabled, the programmer will validate / check the values of the main 'NVR parameters' and it
will also merge any customer specific 'NVR parameters' from an 'NVR parameter file (*.NEF)'.

foiot "Project Builder Wizard... - DiFIRMWAREL E = @

Erase Options
Tick check bax to Erase target device, and set post erase delay

V| Erase Device
Pause after Erase {ms)

200 &2

V| validate [ amend MYR parameters

<Back | Wet> | [ close

Instructions for 'standalone programming projects'....

1. The 'Erase device' option must always be enabled.

2. The 'Validate / amend NVR parameters' option should always be enabled

The programmer will then automatically backup the 'NVR area' before the 'Chip Erase’, validate all
required factory calibration parameters, merge the 'Custom NVR parameters' from a 'NVR
Parameter file' and finally re-program the merged 'NVR data’ back into the 'NVR Area' after the
'Chip Erase'.
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4.7 FLASH Area - programming options

The 'FLASH Area Programming options' tab allows you to specify the 'FLASH firmware' file which
is to be programmed into the 'FLASH Area’ of the target device.

w3 'Project Builder Wizard... - TWFIRMWAREL ol & ==
FLASH Area Programming Options
Select the required programming options for the FLASH memory area

Elank Check Flash Entire Area

Operation: (7 None @ Pragram only

Flash File | Timings

I File: C:\...\serialapi_controller_static_zM5202_US_CRC3Z.hex I

Stakus: Loaded K Type: Inkel Hex (Genericy
Buffer
| Discard leading 0xFF (] Discard braiing 0xFF

Min Add, [Dx0000 Max Add, Dx1FFFF Bytes: oc2ooon | creaz Prcanedsls

@ Auto Range Custom: Write From  0x0000 To Ox1FFFF Bytes: Ox1FFFF

Hotes:

<Back [ mext> | [ close

Instructions:

e Check that the 'Flash file' which you plan to load already has the correct 'CRC32 Checksum'
set up in the file.

e Check that the 'Flash file' which you plan to load already has the correct 'Tx Power
parameters' set up in the file.

e Click the <Browse> button

¢ Browse to and select the file which you wish to program into the 'FLASH area’ of the device.

e Click <OK> to select the file

e The 'File Preview' window will now be displayed.

¢ If awarning about 'Invalid CRC32 checksum' is shown, please consult the relevant section in
this document to fix this problem.

¢ If awarning about 'Invalid Tx Power parameters' is shown, please consult the relevant

section in this document to fix this problem.
¢ Click the <Next> button to go to the next screen.
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4.8 Final '‘Congratulations' screen - saving your project

The 'Congratulations’ tab allows you to save your project and even change the 'File name / Unique
ID' if you wish.

I3 'Project Builder Wizard... - ZWFRMWAREL EI = @

Congratulations!

You have now entered all the details f settings to create a 'Programming
Project’ source file (*.ppm).

Please select from the following options:

I {H Save Programming Praject source file (*.ppm) J I

Compile/Build project ko a praject object file {*,pri)
Yigw Log File

Add Project file ko a new Project Collsction

Update this project in an existing Project Collection

Test this project in Equinax Development Suite

< Back. Mext = Finish

Instructions:
e Click the <Finish> button to save the project
e You will now be prompted for a file name. The file name you chose at the start of the Wizard
will be automatically used unless you choose to change it here.
¢ Click <Save> to finally save the project.

The project is now displayed in the ‘Project Builder’ view as shown below....

[,le, Project Builder... - Citest\Sigrma\StandalonebModeDemolSD3502- SPI-3h. PRI

Task Options
Select which of the optional tasks you wish ko perform

1
I Tasks | Header Info | Programmer and Project Typel Wl Target Device | Target Oscilator | SPI Settings | Target Power Supply | Pre-Program State Machine | Erase | Flash |N\u'R |CRC32 Checksum | Security Settings|l

Check which optional task you waould like to change from the defaulk settings. Disabled items are mandatory.

Header Information
Target Programmer
Atmel ELF File
Target Device
Target Oscilator
SPI Settings
Target Powet Supply
Pre-Program State Machine
Erase
FLASH Area Prograrnming Options
MR Area Programmming Jptions
ZilSecurity Settings
/I CRC32 Checksum
Retries

o A series of ‘tabs’ is displayed along the top of the screen.
e Select the ‘Tasks’ tab
e Make sure the ‘Security Settings’ and ‘CRC32 Checksum’ tasks are ticked (enabled)
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4.9 Importing an 'NVR parameter file' into a standalone project

Once the 'standalone programming project' has been set up, it is then possible to import an 'NVR
Parameter file' which will merge customer specified 'NVR parameter' values with the 'NVR factory
data' already resident in the 'NVR Area’ of the target Z-Wave device.

Please note:
You will need to create an 'NVR Parameter file (*.NEF) using the EQTools - EDS utility to create this
file - see section 4.6 of the main application note for further instructions.

Instructions:

e Select the 'NVR' tab of your project
Click the <Browse> button

¢ Browse to and select the 'NVR Parameter file (*.NEF)' which contains the list of 'NVR
parameters' which you want to merge into the 'NVR Area data' already resident in the Z-Wave
device.

e Click <OK> to load this file

o Alist of the 'NVR parameters' and associated 'Fixed values' should now be displayed......

13 Project Builder... - Ciitest\SigmatStandaloneModeDermoySD3502-SPL-SM.APM [ ===
NVR Area Programming Options
Select the required programming options For the NYR memory area

Tasks | Header Info | Programmer and Projeck Tvpe .l Target Device | Target Oscillator | SPI Settings | Target Power Supply | Pre-Program State Machine | Erase | Flash
Elank Check Eeprom Entire Area

Operation: Mone (@ Program only

MR File | Timings

I File: Ctikest Sigmal CalibrationSequenceZ\MYR_Exported_parameters,MEF

Skatus: 4 owerlay paramekers Found Type: Equino: NYR Export

YR Export File Preview of parmeters to overlay

Parareter Yalue
Mon-volatile Memory Type (MYMT 0x02
Mon-volatile Memory Size (NYMS) 0x00a0
Maon-Yalatile Memary Page Size (MWMP) 0x0100
Mon-Yolatile Memory Chip Select (MYMCS) 0x04

MNotes:

e Check that the imported list of 'NVR parameters' is correct.
o EQTools will automatically store all of these parameters in the '‘Standalone programming
project'.

Important note....

When executing the 'standalone programming project’, the programmer will automatically merge
the 'NVR parameters' specified in the 'NVR Parameter file (*.NEF)' with the 'Sigma factory
programmed data' which is already resident in the 'NVR Area'. The programmer will NOT change
any other parameter values in the 'NVR Area'.
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4.10 Compiling your standalone project

Once you are happy that all the various settings in your 'Standalone programming project' are
correct, it is necessary to compile all these settings into the final 'Standalone Programming Project’
file.

Instructions:
¢ Make sure you have your project file (*.ppm) open in EQTools.
e Check that all settings in the project are correct.
¢ On the top EQTools menu bar, click the '‘Compile' icon....

Equincx EQToals

MNew... DOpen.. | [,,] Save [,J Save All | & Setup... < Programmer Info.. Detect Programrmer(s)... Download Wizard... Upload Yizard.., | | Exit _

Cornpile il Testin EDS & Inspect Project (W Wiew Log File |

File Edit Programrmer Window Help

Your project will now be compiled to produce a project file *.prj e.g. SD3502-SPI-SM.ppm.

The following ‘Information’ screen is now displayed.....

Inforrmation @
f 0 \ Operation: Project Cormpilation
WY Result: PASS
Warning (s 1

1. Inwvalid Sigrma Tx Power Settings walue, Please change to a valid setting

Source file: SD3502-5PI-5h.PPM
Compiled file:  3D3502-3PI-3M.PRJ
Path: CivtesthSigrmaiStandalonehodeDermoy
Options:
[ Wiew Log file |

| 4 &dd Project file to a new Project Collection |

| agpdate this project in an existing Project Collecti0n|

|M Testthis projectin Equinox Development Suite |

Important note:

The warning shown means that the ‘Tx Power settings’ have not been set up in the ‘FLASH File’.
To correct this problem, use the EQTools — EDS utility to re-save your ‘FLASH File’ with valid ‘Tx
Power settings’.
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4.11 Adding your standalone project to a Project Collection

The compiled ‘Project File *.prj’ must now be added to a ‘Project Collection File (*.ppc)’ so that it
can be uploaded to a PC.

To add your project to a new ‘Project Collection’.....
o Click the ‘Add Project file to a new Project Collection’ button

Information @
| Operation: Project has been added to a new Project Collection.

Wou now heed to Save the Project Collection file with a suitable name e.g. myprojectcollection.ppc,
The name can contain up to 128 characters and can be a mix of upper, lower and alphanumeric characters,

OK

e Click <OK>
¢ Enter a suitable name for your new ‘Project Collection’

File name: SD3502-SM1_Project_Collection|

Save as type: |Pr0ject Collection Files (*.PPC) v|

= Hide Folders Sawve l | Cancel |

¢ Click the <Save> button

e Your project will now be added to the new Project Collection and the ‘Project Manager’
window will now be displayed....

Project Manager - C:htest\SigmalStandalonetodeDemalSD3502-5SM1 Praject Callection.PPC EI@
Details |Filgs | Power Supply | Fuses | Security | State Machine | Programming Speed | Retries | Memory Map
Mumber  Unique Id Version Build Date Target Device Target Programming Interface Signature ITAG ID Project Type SFM Module required  EQToals Build
cag S0D3502-5P1-5M 1.0.0.0 18/01/2015 at 21:28 SD3502 (SPI) SPI 3-wire + RESET_M (Z-Wave)  Ox7F7F7F7FIFO401  NJ& Standalone - keypad Con... Mo 4.0.0,3660
< m 3
2" Edit Project ‘ | W Test Project in EDS |£] Upload all projects. ..
Pragrammer Type: ISPnano Series IIfIY  Total FLASH usage - Used: 130.3 KB (0.8%), Free: 15.9 MB bytes {99.2%) Programmer Flash Page Size = 256

4.12 Uploading your standalone project to a programmer

To upload the ‘Project Collection’ to the attached programmer(s)
o Click the ‘Upload all projects....” button
e The ‘Upload Wizard’ utility will now start.
e Follow the on-screen instructions to upload the project(s).
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Appendix 2 - ISP-PRO script - how to set up
the PRODUCTION standalone project(s)

1.0 Overview

This section describes how to set up the 'standalone programming projects' for use with the Equinox
ISP-PRO software. These instructions are only for updating the project collection used with ISP-PRO
and an ISP-PRO programming / calibration sequence script for Z-Wave 500 series devices.

2.0 Explanation of 'standalone projects’

The programming / calibration sequence for a 'Sigma Z-Wave 500 series device' when executed
within the Equinox ISP-PRO software, is made up of 4 x 'Standalone Programming Projects' as
shown in the illustration below....

DO NOT Touch

Project 0
SD3502-SPI

*

-prj

Project 1
CALIBRATION

*

-Pr] PROJECT Production
Project
MANAGER Collection

" RPPEC

Project 2
RUNTARGET

*

-prj

Project 3
PRODUCTION

*

-prj

User “Production” Firmware file
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The projects within this 'Project Collection' are described below....

Project 1: SD3502-SPI

The first project called 'SD3502-SPI ' is the so-called '‘Base Project'.

This project is used by the 'programming script' in ISP-PRO to define the target device, voltage, SPI
speed etc.

*** Do NOT edit this project - this is for EQuinox use only. ***

Project 1: CALIBRATION

This project programs the 'Calibration firmware' into the FLASH area of the target device.

This 'Calibration firmware' firmware must have been compiled for the correct Sigma device and be
the correct algorithm for the hardware being calibrated. This project has been pre-prepared by
Equinox and you should not need to change this project.

*** Do NOT edit this project - this is for EQuinox use only. ***

Project 2: RUNTARGET

This project programs simply powers up the Target System and then forces the 'Calibration
firmware' to run/ execute the 'Calibration firmware' by asserting the RESET pin of the DUT. This
project has been pre-prepared by Equinox and you should not need to change this project.

*** Do NOT edit this project - this is for EQuinox use only. ***

Project 3: PRODUCTION

This project programs the 'Production firmware' into the FLASH area of the target device.

The 'Production firmware' is the final ‘customer firmware' which needs to be programmed into the
device before the product leaves the factory.

Please note:

For most applications, the only project which needs to be modified is the 'PRODUCTION' project.
This project programs the 'Customer firmware file' and so will probably be unique to each customer
application. The next sections explain how to change the '‘Customer firmware file' in the
'PRODUCTION' project.
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2.1 Opening the Sigma Project Collection

To open the 'Sigma Project Collection'....
o Start EQTools
e From the top menu bar, select 'File - open' and browse to and select the 'Project Collection’
file 'Sigma_SD3502_project_collection.PPC'
= The Project Collection should open in 'Project Manager' view - see screenshot below.....

e

Project Manager - Cih\test\Sigma‘\CalibrationSequencetSigma_503502_project_collection.PPC EI@

Details |Files | Power Supply | Fuses | Security | State Machine | Programming Speed | Retries | Memary Map

Mumber  Unigue Id Version Build Date Target Device Target Programming Interface

po. g SD3502-5P1 1.0.0.0 02/01/2014 at 19:03 SD3502 (SPI) SPI J-wire + RESET_M (Z-Wave)
o | CALIBRATION  1.0.0.0 02/01/2014 at 19:04 503502 (SPI) SPI F-wire + RESET_M (Z-Wave)
P, ) RUMNTARGET 1.0.0.0 02/01/2014 at 19:05 503502 (SPI) SPI F-wire + RESET_M (Z-Wave)
Imf 3 PRODUCTIOM  1.0.0.0 02/01/2014 at 19:06 S03502 (SPI) SPI 3-wire + RESET_M (Z-Wave)

4 T [ 2

d selected project | i Upload all projects...

Programmer Type: ISPnano Series III/TV Total FLASH usage - Used: 260.8 KB {1.6%g), Free: 15,7 MB bytes (38.4%:) Progral

As you can see, the 'Project Collection' comprises of 4 x 'Standalone Programming Projects'.

Please see section 2.0 for an explanation of the function of each project.

AN145- In-System Programming (ISP) of Sigma Z-Wave 500 series modules and SOC devices 59



Pinex Application Note

2.2 Changing the 'Product firmware' file

The test 'Project Collection' is shipped with an example 'Production firmware' from Sigma
Designs. To program your own 'Product firmware' into the target Z-Wave device, you will need to
change the 'Firmware file' specified in the 'PRODUCTION' project to your own 'Product firmware'
file.

To change the 'Product firmware file'....
1. Open the 'Sigma Project Collection' - see section 2.1 for instructions

2. Highlight the 'PRODUCTION' project by clicking on the project name once
--> see screenshot below....

Project Manager - C:\test\Sigma\CalibrationSequence\Sigma_503502_project_collection.PPC El@
Details | Files | Power Supply | Fuses | Security | State Machine | Programming Speed | Retries | Memory Map
Mumber  Unique Id Version Build Date Target Device Target Programming Interface
o o] SD03502-5P1 1.0.0.0 02/01/2014 at 19:03 503502 (SPI) SPI 3-wire + RESET_M (Z-Wave)
1 CALIBRATION  1.0.0.0 02/01/2014 at 19:04 SD3502 (SPI) SPI 3-wire + RESET_M (Z-Wave)
P, ) RLUMTARGET 1.0.0.0 02/01/2014 at 19:05 503502 (SPI) SPI 3-wire + RESET_N (Z-Wave)
. g PRODUCTION  1.0.0.0 02/01/2014 at 19:06 SD3502 (SPI) SPI 3-wire + RESET_M (Z-Wave)
4 T 4
7 Edit Project | | Bl Test Project in EDS | | Upload selected project.. | | |4 Upload all projects...
Programmer Type: ISPnano Series IIITV Total FLASH usage - Used: 260.8 KB (1.6%:), Free: 15.7 MB bytes (98.4%) Progral

3. To open the 'PRODUCTION' project
- Click the 'Edit Project’ button or double-click the 'PRODUCTION' project name in the list.
--> The 'PRODUCTION' project will now open in 'Project Builder' view.
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4. Overview of the 'Task options' tab
The project will open on the 'Tasks' tab which shows the various 'Tasks' which can be performed by
a 'standalone project'....

3 Project Builder... - C:\test\Sigma\CalibrationSequence\PRODUCTION.PPM o[ 3| 3]
Task Options
Select which of the optional tasks you wish to perform
Target Power Supply | Pre-Program State Machine | Erase | Flash | MVR. | CRC32 Chedksum
Tasks Header Info | Programmer and Project Type | al Target Device | Target Oscillator | SPI Settings

Check which optional task you would like to chanage from the defsult settings. Disabled items are mandatory.

Header Inforrmation
Target Frogrammer
Atmel ELF File
Target Device
Target Oscillator
SPI Setfings
Target Power Supply
Pre-Program State Machine
Erase
FLASH Area Programming Opfions
MVR Area Programming QOptions
Security Settings
W1 CRC32 Checksum
Retries
Lock Device

5. Select the 'FLASH' tab.

i»3 Project Builder... - C:\test\Sigma\CalibrationSequence\PRODUCTION.PPM == ch ==
FLASH Area Programming Options
Select the required programming options for the FLASH memaory area
Taszks Header Info | Programmer and Project Type | - | Target Device | Target Qscillator | SPI Settings
Target Power Supply | Pre-Program State Machine | Erase | Elash | MR | CRC32 Checksum
Blank Chedk Flash Entire Area
Operation: () Mone (@) Program only

Flash File | Timings

ile: ... \CalibrationsSequence\serialapi_controller_static_ZW050x_EU_crc.hex Browse... @

tatus:  Loaded OK Type: [Intel Hex (Generic)

Discard leading 0xFF Discard trailing 0xFF

Min Add. Dx0000 Max Add. Dx1FFFF Bytes: OxDFBO CRC3? OxFFAB3B10

@ Auto Range () Custom: Write From 0x0000 To Ox1FFFF Bytes: Ox1FFFF
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The project is currently setup with an example 'firmware file' from Sigma as follows.....

Operation: Mone (@ Program only

Flash File | Timings

C:\...\CalibrationSequenceserialapi_controller_static_ZW050x_FU_crc.hex | Browse... |||511:f‘|

Status: Loaded OK Type: Intel Hex {Generic)

6. To change the 'Firmware file'....
Click the 'Browse' button and then browse to and select the file you want to load.
This file can be a binary, Intel Hex or Motorola S-Record format file

-->The 'FLASH File Preview' window is now displayed.....

B Flash File Preview == ]
View entire area | Discard leading 0xFF || Discard trailing 0xFF up to page boundary
0x00000: 02180002 1803 6CE8 25EG2202180B6DC3 ... .. Tlxe", . .mk ' H
0x00010: 4162220218 130347 035BFF02181B7F 01 Ab"....G.[v...I1. ey
0z00020: 22032202 1823A24292302202 18260236 "O". . #¢B 0"..+46 =

Dx00030: 22FFFF 02 183342 449237 2202 18 3B 02 21 ", .3eD7 7" ... |
0x00040: B3FFFF 02 184302 22 D4FFFF 02 18 4BE4 A1 3. .0 . =04 . (K&
0x00050: FOFFFFO02 1853022102 1IE2202 185802 61 pyv..3R10.". . [.a
Dx00060: E4FFFF 02 1863 E4FF 02 OF 5B 02 18 6BESF7 & . .cay..[..kd+
0x00070: 1322FF021873C2D5EQ830E7OFB2DSE4Ca "y, .chla0g. 2084

ISigma 500 Checksum: Input file CRC = 0xFFA83B10, Caloulated CRC = OxFFAS3B10
Min Addr. = 00000 Max Addr. = Gud FFFF Bytes Loaded = 57264 (0xDFED) CRC = OxFFAB3E10 File Format: Intel Hex (Generic)

This window displays the following information about the selected input file....
e A preview of the data in the file in both Hex and ASCII format
e The 'Sigma CRC32 FLASH Checksum' value stored in the file (if present)
e The'CRC32 FLASH Checksum' calculated by EQTools when the file was loaded

I Important !

i. The input file must have a 'Sigma CRC32 FLASH Checksum' value stored in the last 4 bytes of the
file.

ii. The 'Sigma CRC32 FLASH Checksum' value stored in the file must be the same as the 'CRC32
FLASH Checksum' calculated by EQTools when the file was loaded
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Once you are happy that the selected input file is OK, click the 'OK" button to load it into the project.

7. The selected 'Firmware file' should now be displayed.

The 'CRC32 FLASH Checksum' calculated by EQTools when the file was loaded is also displayed.
See screenshot below....

Target Power Supply Pre-Program State Machine Erase Flash MNVR. CRC32 Chedsum
Blank Check Flash Entire Area
Operation: () Mone @) Program only

Flash File | Timings

File: C:\...\CalibrationSequence\serialapi_controller_static_ZW050x_EU_crc.hex

Status: Loaded Ok Type: [Intel Hex (Generic)

Buffer

| Discard leading OxFF | Discard trailing OxFF

Min Add, Ox0000 Max Add, Dx1FFFF Bytes: OxDFEO CRC3? OxFFAS3E10

@ Auto Range Custom: Write From  Ox0000 To OxiFFFF Bytes: Ox1FFFF
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8. Compile the project
The revised 'PRODUCTION' project must be compiled and then updated in the Project Collection
before it can be uploaded to the programmer.

On the top EQTools icon bar, click the 'Compile' icon.
This will compile the project and then display the following Info screen....

Information @

f Operation: Project Compilation
\ Result: PASS
Source file: PRODUCTION.PPM
Compiled filee  PRODUCTION.PRJ
Path: ChtesthSigmatCalibrationSequence
Options:
@ View Log file |

| 2 Add Project file to a new Project Collection |

| ﬁgpdatethis project in an existing Project Cnllecti-:un|

|MIestthi5 project in Equinox Development Suite |

¢ Now click the 'Update this project in an existing Project Collection' button.
e Select the 'Sigma_SD3502_project_collection.PPC' file and click the 'Open’ button - see
screenshot...

Select an Equinox file to Open @

A | < Local Disk (C:) » test » Sigma » CalibrationSequence - |*¢ || Search CalibrationSequence gel
Organize » New folder =~ 0 @
7 Favorites Name Date modified Type

Bl Desktop || Sigma_5D3502_project_collection.PPC 02/01/2014 19:06 PPC File

4 Downloads

m

= Recent Places

= Libraries
| Documents
, Music
| Pictures

B Videos

. Fl i »
M Computer T

File name: Sigma_SD3502_project_collection.PPC - |Pr0jectCollections(”.PPC] v|

| Open |v| | Cancel |
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The 'Update Project Collection' process should now report 'PASS'

Information @

f Operation: Update Project Coellection
L ! Result: PASS
Project Name Sigrna_503502_project_cellection.PPC
Path: ChtesthSigmat CalibrationSequence
Options:

|$ Upload all projects... |

Select project from collection
| SD3502-SPI -|

|.t" Edit chosen Project |

|m Test chosen Project in EDS |

Click the 'OK' button to exit this screen.

The 'PRODUCTION' project should now have been updated with the new 'firmware file' and the
'‘Build date' should show the new date and time of the file.

Project Manager - Chtest\Sigma‘CalibrationSequence'\Sigma_SD3502_project_collection.PPC EI@

Details | Files Power Supply | Fuses | Security | State Machine | Programming Speed | Retries | Memory Map

Mumber  Unique Id Version Build Date Target Device Target Programming Interface

Cag SD3502-5PT  1.0.0.0  02/01/2014at 19:03 503502 (SPI) SPI 3-wire +RESET_N {Z-Wave)

i 31 CALIBRATION 1.0.0.0  02/01/2014at 19:04  5D3502 (SPI) SPI 3-wire +RESET_N (Z-Wave)

ﬂ.'l O~ 1 00 i o O e I T P iiiﬂ Ei iniil'm fooTy c‘n'r:!..'ii HEEE n E“ii ii

Caz PRODUCTION 1.0.0.0  08/01/2014at23:11  5D3502 (SPI) SPI 3-wire +RESET_M (Z-Wave)

4 I F

# Edit Project | | B8l Test Projectin EDS | |# Upload selected project...‘ | é. Upload all projects...

Programmer Type: 1SPnano Series III/IV Total FLASH usage - Used: 260.8 KB (1.6%%), Free: 15.7 MB bytes (98.4%¢) Prograi
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2.3 Uploading the new Project Collection to the programmer

Once you have updated the 'PRODUCTION' project with your 'firmware file', it is then necessary to
upload the entire 'Project Collection' to the programmer.

To upload the 'Project Collection' to the programmer....

1. Make sure the 'Project Collection' is already open in EQTools

2. Make sure the programmer is attached to the PC and is powered on

3. Click the 'Upload all projects' button (bottom right of the Project Manager window)

4. If everything is OK, then the 'Upload Wizard' utility will start and the following screen will be
displayed.....

i Equinox Upload Wizard @
Upload Project(s) to programmer r'}
Select <Upload = to upload your selected project(s) to the attached
programmer(s) 14

Click "Upload and Verify' to upload selected project(s) to seleted programmer(s).

Page:

Transfer Baud Rate
1230400 |

| E Upload and Verify |

| -1' Verify only |

Mext | Cancel |

5. Click the 'Upload and Verify' button to start the upload process
6. Follow the on-screen instructions to upload the Project Collection

7. Once complete, the projects will then be permanently resident in the 'Programmer FLASH
memory Store'.

Important note:
It is also possible to upload the Project Collection using ISP-PRO.
In ISP-PRO, select the 'Programming Script File' and then click the 'Upload Project' button.
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Appendix 3 - Setting up the 'Tx Power'
parameters

1.0 Overview

This section describes how to set up the 'Tx Power' parameters for a Z-Wave 500 series module or
SOC device.

The values for the 'Tx Power' parameters must be derived by experimentation during the
development and final R&D testing stages of the customer product. The values are then usually fixed
for this product and must be programmed into certain specific locations in the 'FLASH area’ of the Z-
Wave device. As these parameter values are fixed values, then these values should be placed in the
'FLASH hex file' which is used to program the device in production.

Important note:

It is not possible to over-program the 'Tx Power' parameters after the main FLASH firmware has
been programmed. This is because the 'CRC32 checksum' used to validate that the FLASH has
been programmed correctly would need to be changed when the 'Tx Power' parameters were
programmed.

1.1 Why do | get a 'TX Power parameter' error?

If you try to load a HEX or BINARY file into the FLASH buffer in the EQTools software, then the file
loader automatically checks the input file to make sure that the 'Tx Power Parameters' have been
configured in the file.

If EQTools detects that the 'Tx Power Parameters' are all set to OxFF in the input file, then the
following warning message will be displayed.....

Sigma Tx Power Settings

Warning! The input file contains invalid Tx Power' parameters. Please set the Tx
Power' parameters to valid values and then resave the input file,

Mormal Tx Power:  Low Tx Power:

Channel 0: 0xFF 0xFF
Channel 1: 0xFF OxFF

Channel 2: OxFF OxFF

This error message means that the 'Tx Power Parameters' are invalid. It is therefore necessary to
enter valid values for these parameters which match the required power output for your target
product. Please refer to the instructions in the next section for further instructions on how to configure
the 'Tx Power Parameters'.
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1.2 Where do | find the ‘Tx Power’ settings in Sigma’s SDK

The 'Tx Power' parameters for a Z-Wave 500 series module or SOC device will usually have already
been setup / tested by an RF engineer during the RF testing of the customer product. If the
development engineer has used Sigma’s own SDK software, then you should be able to obtain the
required 'Tx Power' parameters from the following screen in Sigma’s GUI interface — see screenshot
below.....

ZWO030x |~ ZWO040x  ZWO050x | v X

Programming Interface
Current interface: SPI

Flash Code Memory | SRAM | External Non-Volatile Memory | NVR

HEX File: v10.0.5_OTA_ZM5202_US_BPOTLOADER 2014-0

Read | | Calbrate, Program and Verify l ‘ Compare
Erase ‘
Options
Normal Tx Power: Low Tx Power:
Channel 0: 23 b Get Options
Channel 1: 23 b Set Options
Channel 2: 2a ib

If you have a 'golden sample' of your product which already have the correct 'Tx Power' parameters
programmed into it, then it is possible to read out the values by clicking the ‘Get options’ button on
the above screen.

Unfortunately, there is no way to export these settings to the Equinox EQTools software, so please
make a note of the values for each parameter. You will need these values to enter into hex file.

For many customer products, it may be possible to simply use the default values (supplied by Sigma)
for these settings. However, the values used should always be double-checked either with your ‘RF
engineer’ or with Sigma Designs technical support service.
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1.3 'Tx Power' parameters — overview of merging process

The 'Tx Power' parameters for your product must be merged into the ‘Production FLASH hex file’
so that they are automatically programmed into the target device at the same time as the ‘production
firmware’.

An overview of the steps to integrate your 'Tx Power' parameters into your final 'Production FLASH
Area hex file' is shown below....

1. Obtain the correct values for 'Tx Power' parameters either by experimentation or by reading out
the values from a 'golden sample' device which has the correct parameters in it.

2. Overlay these 'Tx Power' parameters into your 'Production FLASH Area hex file'
- This can now be done using a utility within EQTools.

3. Recalculate the ‘FLASH CRC32 checksum’to take account of the values for the 'Tx Power'
parameters.
- This task is performed by EDS.

4. Save the amended hex file which now has the updated 'Tx Power' parameters + updated ‘FLASH
CRC32 checksum’.

5. This updated hex file should now be used as your 'Production FLASH Area hex file'.

The 'Production FLASH Area hex file' now contains:
e Your'Z-Wave Firmware data'.
e The correct 'Tx Power' parameters for your end product.
e The correct 'CRC32 FLASH checksum' for the entire file including the 'Tx Power'
parameters.
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1.4 'Tx Power' parameters — merging into the FLASH hex file

The 'Tx Power' parameters for your product must be merged into the ‘Production FLASH hex file’
It is possible to perform this task using the EQTools — EDS (Development Mode) utility.

Instructions:

1. Start the Equinox — EQTools software

2. Select the option to ‘Create an EDS - Development Project’ and follow the wizard to create the
EDS project

Or

Open an existing Sigma 500 series EDS project (*.eds)

3. Once the EDS session has started, select the 'FLASH' tab. See screenshot below.....

Owerviews | Programmer | Target Dewvice | SPI Setbings | Taraet Power Supply Eras MYR. Security | SRAM | Tx Power Settings

Flash File Updated: 7| Edit BuFFer
serialapi_controller_static_#MS20Z_I15_CRIC3Z . hex 2510412014 21:41: 25 | ELI Reload | |W|
| Erase buffer before File load | Skip all leading and trailing CxFF | H e T |
Autormatically reload into buffer on change Automatically upload ko target on change |‘V7|

& Erase
Oxz00000: 021000021003 686268 702202100B322C ... .. hbh}" . .. 2. - EESSSESS
0=00010: 4EE4 220210130347 025BFF 02 10 1BC2 4E W&" ... G.[¥... 4N | Eill... |
O0=00020: 02 0E 47 02 102302107003 220210280214 .. G. . & .pd". +. . ——————
0=00030: CEFFFFO0210337F 01 22FFFF 0210 3B42 4B Evy. . 31."wy. . ek |[HC§*3|':-CRC---|

O=00040; 92 36 22 02 10 43 A2 5092 3D 2202 104B75CE "&" . .CeP =" Kuk

4. Select your ‘Production FLASH hex file’ as follows...
e Tick the ‘Edit buffer’ check box on the right-hand side of the screen — see screenshot above
¢ Click the ‘File open’ button on the right-hand side of the screen
e Browse to and select the 'FLASH Firmware file' which you want to program into the target
device.

5. Enter the required 'Tx Power Options' for your product as follows...
e Select the 'Tx Power Options' tab - the following screen should be displayed...

Orverview | Programmer | Target Device | SPI Setkings | Target Power Supply | Erase | Flash | MVR | Securiby | SRAM | Tx Power Settings

Tx Power Options

Mormal Tx Power:  Low Tx Power:

| = Transfer From Buffer | Channel 0: 0x3F 0x04

Channel 1: 0x3F 04

| <« Transfer to Buffer |

Channel 2: 0x3F D04 | Wyrite |

| Re-calculate and Write CRC

o Enter the correct values for the 'Tx Power' parameters for your product in the relevant fields
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e The correct values may be custom to your Z-Wave module or final product so please check
the values with your RF engineer or with Sigma’s technical support department.

6. Transfer your 'Tx Power' parameter settings to the ‘FLASH Buffer’
o Click the ‘Transfer to buffer’ button to transfer your settings to the ‘FLASH Buffer’.
e You should then see the following Information screen

Infarmation @
g N 1 Operation: Update FLASH Buffer with Tx Power' parameter settings
\ " BResult: PAZS

The 'FLASH Buffer Area’ has been updated with the 'Tx Pouwver' settings,
The data has been written to the address range: 0=0TEB2 to 0x0TFET
The FLASH Buffer CRC32 checksurn has also been updated to:  0xBY905BFT

Please check these settings are correct and then save the entire buffer area to a hex file,
This new hex file should contain your original 'FLASH firrmware' + T Powver' settings + updated CRC32 checksurm,

7. Check the correct values have been transferred to the ‘FLASH Buffer’....
e Select the 'FLASH' tab again
o Go to address 0x7FB2 in the ‘FLASH Buffer’ (Select CTRL + G + then enter the address:
OX7FB2).
e You should see the 6 bytes values you entered for the 'Tx Power' parameters now stored at
the address range: 0x07FB2 - 0x07FB7 in the FLASH buffer.

0x07FA0: FFFF FFFFF FF FF FF FF FF
0=07FBO: FF FFR3F 3F 3F 04 04 0O48F Co 00 00 00 a0 00 an
Ox07FC0: 00 00 00 00 oo oo F FF FF FF FF FF FF FF

e The ‘FLASH CRC32 checksum’ (found in the last 4 bytes of the ‘FLASH buffer’ will also have
been automatically updated by EQTools so it is now correct for the new data you have
entered.

8. Save the updated ‘FLASH Buffer’ back to your ‘FLASH hex file’......
e Click the 'Save as' button and then save the entire FLASH area to a new hex file
o The saved hex file now contains your original FLASH data + 'Tx Power' parameters +
updated ‘FLASH CRC32 checksum’..
e This hex file can be used to program the final ‘production firmware’ into the FLASH area of
the target Z-Wave device.

The 'Production FLASH Area hex file' now contains:
e Your'Z-Wave Firmware data'.
o The correct 'Tx Power' parameters for your end product.
e The correct ‘FLASH CRC32 checksum’ for the entire FLASH file.
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Appendix 4 - Configuring the Z-Wave
‘External Non-volatile memory (NVM)’
parameters

1.0 Overview

It is possible to connect an ‘External Non-volatile memory (NVM)’ device to a Z-Wave 500 series
device. This ‘NVM device’ is NOT fitted on a Z-Wave module as the module does NOT require the
‘NVM device’ to operate. Instead, the ‘NVM device’ can be fitted on the customer’s target board and
is then connected to the Z-Wave device on the Z-Wave module via the ‘SPI1’ port of the Z-Wave
device. The ‘NVM device’ is not required for most Z-Wave applications and hence is usually either
not catered for on the target board (no footprint provided) or the ‘NVM device’ is simply not fitted
during the assembly process.

However, for some Z-Wave applications, it is necessary to fit the ‘External Non-volatile memory
(NVM)’ device on the customer target board. In this case, it is essential that the relevant ‘External
Non-volatile memory (NVM)’ parameters are configured so that the Z-Wave device knows the
relevant settings of the external ‘NVIM’ device.

This section describes how to configure / program the Z-Wave ‘External Non-volatile memory
(NVM)’ parameters to match the configuration of your target Z-Wave board.

1.1 NVM memory — configuration parameters overview

The parameters which are used to configure a Z-Wave 500 series device to interface to an ‘External
Non-volatile memory (NVM)’ device are detailed in the table below.

NVM Parameter Function of NVM parameter...
Parameter description
NVMT Non-volatile memory | This parameter defines the type of external memory
TYPE device fitted to the target board.
NVMS Non-volatile memory | This parameter defines the physical size in ‘kbytes’ of
SIZE the external memory device fitted to the target board.
NVMP Non-volatile memory | This parameter defines the physical ‘page size’ of the
PAGE SIZE external memory device fitted to the target board.
NVMCS Non-volatile memory | This parameter configures which pin on the Z-Wave
CHIP SELECT device is used to control the ‘Chip Select (CS) signal
line of the external memory device fitted to the target
board.
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2.0 No external NVM (memory) device fitted on target board

If you do not have or plan to fit an ‘External Non-volatile memory (NVM)’ device on your Z-Wave
target board, then there is usually no need to change any of the parameters in the programming script
from their default values. If you are programming a Z-Wave ‘module’ then the memory parameters
should already have been factory programmed by Sigma to declare ‘No external NVM fitted’.

The default factory values of the ‘NVM parameters’ are shown in the table below....

NVM Parameter Default value
Parameter description
NVMT Non-volatile memory | 0x00
TYPE This indicates that an NVM device is NOT fitted.
NVMS Non-volatile memory | OXFFFF
SIZE
NVMP Non-volatile memory | OXFFFF
PAGE SIZE
NVMCS Non-volatile memory | 0x04 ???
CHIP SELECT
Please note:

The default version of the Sigma programming script will simply use the default ‘NVM settings’ read
from the target device and will not change these settings in any way. This plan should work OK for all
Z-Wave modules which should have had the ‘NVM settings’ pre-programmed by Sigma at the
factory.

3.0 Custom NVM (memory) device fitted on target board

If you plan to fit an ‘External Non-volatile memory (NVM)’ device connected to the Z-Wave device
on your Z-Wave target board, then it is necessary to configure a set of specific ‘External Non-volatile
memory (NVM)’ parameters in the Z-Wave ‘NVR memory area’ of the target Z-Wave device. This
configuration tells the Z-Wave device what type of ‘External Non-volatile memory (NVM)’ device is
fitted to the device, what the ‘NVM memory size’is, what the Page Size’ is and also which pin on
the Z-Wave device should be used to control the ‘Chip Select’ pin.

Warning!

Failure to declare the settings for the ‘External Non-volatile memory (NVM)’ device correctly could
cause the Z-Wave device to malfunction with newer versions of Z-Wave firmware. It is therefore
essential that the NVM device is correctly configured.
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3.1 How to work out the NVM (memory) device parameter values

If you are inheriting a Z-Wave design from an R&D department, then it is likely that the ‘External
Non-volatile memory (NVM)’ device parameters have already been defined for your Z-Wave target
board. In this case, you should be able to simply transfer the values you are given by your R&D
department directly into the Equinox programming script. If you have been given a working ‘golden
sample’ of your target board, then it may also be possible to read out the relevant ‘External Non-
volatile memory (NVM)’ device parameters from the Z-Wave device on this target board.

However, if you do not know the relevant values for the ‘External Non-volatile memory (NVM)’
device parameters, please make a note of the part number of the memory device fitted on your target
board and then contact Sigma technical support quoting the memory device part number. They
should hopefully be able to tell you what values to use for the configuration.

3.2 Configuring the script file to program custom NVM (memory) device
parameter values

If you need to program custom values for the ‘External Non-volatile memory (NVM)’ device
parameters, you will need to amend the ‘Sigma programming script’.

Instructions:
e Start EQTools
e Select File — Open and then browse to and open the latest version of the Sigma script source
file e.g. Sigma_ZW500_ProgCal_V17-14. ESW
e The Script source file (*.esw) should now open in the Script Builder utility and the following
script related tabs will be displayed.....

£ Script Builder... - C:\Equinox\Sigma\ CalibrationSequence2\Sigma_ZW500_ProgCal_V17-14.ESW = |2 s
Select Script Options
Select which scripting tasks to execute from the list below

Run Target | Write Data to File | Chip Erase 2 | MVR Write | Target AutoProg3 | Final NVR Read | Final Read From File | Final Check Database Values | Flash Checksum | MVR Checksum
Script Tasks | Base Project | Database | Target Connect/Disconnect | Read Signature | Pre-Erase NVR Read | Pre-Erase Read From File | Check Database Values | Chip Erase | Target AutoProgl

e Select the ‘Write data to File’ tab
e On this tab you should see a list of the available ‘NVR parameters’ which can be configured —
see screenshot below....

Write Data to File Tasks
Add the required file write tasks

Script Tasks  Base Brods Qatabsse | Target ConnectDisconnect | Read Signature | Pre-Erase NVR Read | Pre-Erase Read From File | Check Database Walues | Chip E
Write Data to File | Chip Erase 2 | MVR Write | Target AutoProg3 | Final MVR Read | Final Read From File | Final Chedk Database Values | Flash Che

Run Target
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| Write data to File

Enabled MName Start DataType Size (Bytes)  Source Value File to update

# 0 CCAL (¥TAL Calibration Byte) 17 EYTE i Database Sigma., CALCULATED _CCAL BeMYR_TEMP %%

V1 THCAL1 49 BYTE 1 Database Sigma.CALCULATED _TXCAL1 2eMVR_TEMP %

o2 THCAL2 50 EYTE 1 Database Sigma, CALCULATED _TxCAL2 BeMYR_TEMP 2%
3 F'Il'ﬁ ﬁ BYTE 1 F;ﬁi aﬁE SehWVE
4 MNYMCS 19 EYTE 1 Fixed Ox04 %eMYR._TEMP %
5 SAWC 20 BLOCK 3 Database Sigma. MVR.2_SAWC %eMVR_TEMP %
] SAWE 23 EYTE 1 Database Sigma.NvRZISA'\."'.I'B %eMYR._TEMP %
7 WVMT 24 BYTE 1 Fixed Ox02 %eMVR_TEMP %
8 NVMS 25 WORD 2 Fined Ox0100 %eMYR_TEMP %
g NYMP 27 WORD 2 Fixed 00100 BeMYRTEMP 2%
n IR 27 RI OOk 1A Matahaes Cinma KYR 2 1T SLAWD TEMDEL

4 mnr

e The ‘NVR parameters’ which are used to set up the Z-Wave external ‘Non-volatile memory
(NVM)' are highlighted in the list in red: NVMCS, NVMT, NVMS, NVMP

e By default, the programming script will simply use the value of each parameter (NVMCS,
NVMT, NVMS, NVMP) which it read from the target device at the start of the script.

¢ If you wish to configure custom values for the external ‘Non-volatile memory (NVM)'
parameters to match the hardware configuration of your target board, then please follow the
instructions below....
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3.3 Configuring individual NVM (memory) device parameters

The instructions in this section describe how to configure a custom fixed value for each ‘Non-volatile
memory (NVM)' parameter. This will allow you to set up the programming script to program custom
values into the following NVR parameters: NVMCS, NVMT, NVMS, NVMP.

Instructions:
e Double-click the ‘NVMCS’ parameter in the ‘NVR parameter’ list
o The ‘File Write Parameter’ screen for the ‘NVMCS’ parameter should now be displayed....

-
File Write Parameter LiE_J
Mumber: 4
Mame: : :: -.3

Error Message

Data Type: BYTE -

Start Address
@ Fixed Start Address Auto Size Get from Database

0x000013

Data Size(bytes):
Fixed Size Auto Size Get from Database

Source: Fixed -

IUaIue: Ox04 -

File to write data to

%%MNVR_TEMP % [

e Set the “‘Value’ field to the value you wish to program into the ‘NVMCS’ parameter. e.g. 0x04

e Check the settings match the screenshot above and leave all other settings unchanged!

e Click <OK> to save your amended settings.

e You will then be returned to the ‘NVR parameters’ list and the ‘NVMCS’ parameter should
now have been automatically enabled and should show your amended settings. e.g. Value =

0x04.
PINS 18 BYTE 1 Fixed 255 9LNVR_TEMP 4
[ 4 NYMCS 19 BYTE 1 Fixed Noxoa VR TEMP 2
—— SAWC 20 BLOCK 3 Database Sigma.MVR2_SAWC SLNVR_TEMP %

o Repeat the above procedure for each of the ‘Non-volatile memory (NVM)' parameters
(NVMCS, NVMT, NVMS, NVMP)
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e Once you have configured all the relevant parameters, the ‘NVR parameters’ list should then
show all these parameters as ‘Enabled’ and with the correctly configured values....

Enabled Mame Start DataType Size (Bytes)  Source Value File to update
Vo CCAL (XTAL Calibration Byte) 17 BYTE 1 Database Sigma. CALCULATED _CCAL %aMVR._TEMP %%
it THCALL 45 EYTE 1 Database Sigma. CALCULATED _TXCAL1 %aMVR_TEMP %%
W2 THCAL2 50 EYTE 1 Database Sigma. CALCULATED _TXCAL2 EMVR_TEMP GG
2 DTW 19 EVIE 1 w JCC
atabase igma. B _ A
ﬁ ﬁﬁWB ﬁ BYTE 1 DEWWB SEMWR
rils MNYMT 24 EYTE 1 Fixed Ox02 eMVR_TEMP %%
W8 MVMS 25 WORD 2 Fixed 0x0100 %aMVR._TEMP %%
W a NYMP 27 WORD 2 Fixed Ox0100 %aMVR,_TEMP %%
in LI 77 Rl Ok 1A Natahace Sinma NYB3 LILITN BLMWE TEMB G,
4 I

e The script is now configured to automatically program your custom values for the ‘Non-
volatile memory (NVM)' parameters into the ‘NVR Area’ of the target Z-Wave device.
e Click the ‘Compile’ icon on the top EQTools icon bar to generate the amended script file

(*.esf).
5 Equinox EQTools - [Script Builder... - C\Equinox\Sigma\CalibrationSequence2\Sigma_ZW500_ProgCal_V17-14-customNVM.ESW]
E-‘,o? File Edit Programmer Window Help
Mew... | Open... | |, Save [ SaveAll | [ Setup.. < Programmer Info... Detect Programmer(s)... Download Wizard... Upload Wizard... | [ Exit _

Compile | | |
e This script file (*.esf) can now be executed within the ISP-PRO production utility.

3.4 Testing the custom NVM (memory) device parameters

To test whether your custom ‘NVM parameter values’ have been programmed correctly, you will
need to follow the instructions below....

e Execute your customised ‘programming script (*.esf)’ in the ISP-PRO utility

e Program a virgin Z-Wave target board using your customised ‘programming script (*.esf)’

o Exit the ISP-PRO utility

e Start the EQTools software utility

e Open or create a new ‘EDS — Development project’

e Select the ‘NVR’ tab

e Click the ‘Read’ button - the current values of the ‘NVR Area’ will be transferred to the
‘Buffer window’

e Check that the read back values for the ‘NVM parameter values’ match the values you
declared in your programming script.

¢ The final test that you have programmed the correct values is to try running Sigma’s own
firmware on the Z-Wave device and check that it executes correctly. This is not a
comprehensive test as some Sigma firmware does not actually require or use the external
NVM device!
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Appendix 5 - Restore ‘NVR Area’ script

1.0 Overview

This section describes how to restore the ‘NVR Area’ of a 500 series Z-Wave device which has a
blank (erased to OxFF) or corrupt ‘NVR Area’.

The ‘Restore NVR Script’ is a special version of the Sigma ‘Programming / calibration’ script
which will restore / re-program the ‘NVR parameters’ back into a Z-Wave device.

1.1 Modifying the default ‘Restore NVR’ script

The ‘Restore NVR Script’ has been set up by Equinox with default values for all the ‘NVR
parameters’. Each customer Z-Wave target board / device will require customised values for the
‘NVR parameters’ as these parameters will differ from device to module to target board.

If the Z-Wave device has been erased and the entire ‘“NVR Area’ has been blanked (set to OXFF),
then it is necessary to modify the ‘Restore Script’ to restore / reprogram all the NVR parameters
back into the target device. To set up the NVR parameter values, you will need to work out what the
values should be.

Instructions:
e Start EQTools
e Select File — Open and then browse to and select the ‘Restore NVR’ script e.g.
Sigma_ZW500_RESTORE_NVR_V17-15.ESW
e Select the ‘Write to file’ tab.....

T Script Builder... - Ciitest\SigmatCalibrationSequence\Sigma_ZWi500_RESTORE_MNWR_\1T-14ESiy = =R
Write Data to File Tasks
Add the required file write tasks
Final Read From File Final Check Database Yalues | Flash Checksum YR Checksurm
Script Tasks Base Project Database Target Connect/Disconne Read Signature Pre-Erase MWR Read Pre-Erase Read From File
Check Database Yalues Chip Erase Target AutoProgl Run Target Wirike Data ko File Chip Erase 2 VR Write Target AutoProg3 Final WYR Read

| Write daka to File

Enabled Mame Start DataType Size (Bytes)  Source Value File bo upd... Etror Message it | add |
Vo CCAL (%T... 17 EYTE 1 Database Sigma, CALCUL...  “%NVR_TE...
Vi1 THCALL 49 BEYTE 1 Database Sigma. CALCUL...  “NVR_TE... | Remawe |

¥z THCALZ S0 EYTE 1 Database Sigma, CALCUL...  %MYR_TE...

Edit:

4 T 3

e At the top of this tab, you will see a list of all the available ‘NVR parameters’ which can be
programmed into the target Z-Wave device.

e |tis possible to pre-set each ‘NVR parameter’to a custom value by simply selecting the
relevant parameter and then entering the value you want to set the parameter to.
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The following parameters must not be touched.....
e The ‘CCAL’and TXCAL1/ TXCALZ2’ parameters are automatically calibrated / calculated
when the script executes, so these parameters must not be changed by the user.
e The ‘Calculate NVR CRC16’ parameter is the CRC16 checksum. This parameter is
automatically calculated based on the values of all the other parameters in the list. This
parameter must not be changed by the user.

Setting the remaining ‘NVR parameters’ to your customised values....

¢ All the remaining parameters must be manually set to either the ‘Sigma factory default
values’ or your custom values which are required for your Z-Wave target board.

e To set the ‘External Non-Volatile Memory (NVR)’ parameters (NVMCS, NVMT, NVMS,
NVMP), please refer to the instructions in appendix 3.

e To setthe ‘PINS’ parameter, you will need to find out what the value should be by reading out
this parameter from a working Z-Wave module.

e To setthe ‘SAWB /SAWC’ parameters, please refer to the original parameter settings or
consult the designer of the ‘Saw filter’ on your product.

e The ‘UUID’ parameter is used to store a unique serial number of MAC address. If you are not
using this parameter, then the value can simply be set to OxFF (x16).

e The ‘VID’ and ‘PID’ parameters are used to set the USB ‘Vendor ID’ and ‘Product ID’
respectively of the device. If you plan to use the Sigma default USB values, then you can
simply set both fields to OxFFFF and OXFFFF respectively. Otherwise, you will need to enter
your custom ‘VID’ and ‘PID’ values.

Once you have set up the values for all the ‘NVR parameters’, the table should look something like
the example below....

Enabled Mame Stark DataType Size (Bytes)  Source Value File to update

S0 CCAL (xTAL Calibration Eyte) 17 EYTE 1 Database Sigma, CALCULATED _CCAL VR _TEMP%:
¥ 1 THZALL 49 BYTE 1 Database Sigma, CALCULATED _TRCALL MV _TEMP:
o2 TRZALZ S0 BYTE 1 Database Sigma, CALCULATED _TRiCALZ MV _TEMP:
¥ 3 PIMS 15 BYTE 1 Fixed 0x00 YaMVR._TEMP:
V4 MYMCS 19 BYTE 1 Fized 0x04 “alVE_TEMP %
Vs SAWC 20 BLOCK 3 Fized OxFFFF “alVE_TEMP %
LAl SAWE 23 EYTE 1 Fized FF VR _TEMP%:
o7 MYMT 24 EYTE 1 Fized 0x02 VR _TEMP%:
Rl MYMS 25 WORD 2 Fized 0x0100 VR _TEMP%:
¥ 9 MY MP 27 WORD 2 Fized Ox0100 MV _TEMP:
W10 [H[E} (] 32 BLOCK 16 Fixed 0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFRF VR _TEMP%
11 WID 45 WWORD 2 Fixed OxFF YaNVR_TEMP%
12 PIC 47 WWORD 2 Fixed OxFF YaNVR_TEMP:
13 Calculate MYR CRC16 126 WWORD 2 CRC16 CalculateCRC16 YaNVR_TEMP%

e All the parameters must have the ‘Enabled’ option ticked.
e All parameters except ‘CCAL’, ‘TXCAL1/ TXCALZ2’ and ‘Calculate NVR CRC16’ parameters
must have the ‘Source’ set to ‘Fixed’ and the correct value defined in the ‘Value’ field.

To save your modified ‘Restore NVR’ script file.....
e Select File — Save to save your changes back to the Script File (*.esw).
e Click the “‘Compile’ icon on the EQTools top icon bar = This will compile your changes into
the ISP-PRO script file (*.esf).
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1.2 Testing the ‘Restore NVR’ script in ISP-PRO

The ‘Restore NVR Script’ can be executed within the ISP-PRO application just like any other script.
This script should only be used if the ‘NVR Area’ of the target board / device being programmed is
known to be blank (contains all OxFF). If this script is run on a target device which has valid NVR
settings, then it will fail immediately.

Instructions:

e Start the ISP-PRO application

e Login and then click the ‘Setup’ icon

o Select the ‘Restore NVR Script’ e.g. Sigma_ZW500_RESTORE_NVR_V17-15.ESW

e Start the programming network

o ISP-PRO will prompt you for the ‘Project Collection’ and ‘Standalone Programming Project’ to
be used

e Start execution of the script by clicking the ‘Connect’ button or using the selection connection
method.

e When the script runs, it first checks that the ‘NVR Area’ of the target Z-Wave device is blank
(all parameters are OXFF).

e Ifthe ‘NVR Area’ is not blank, then the script will fail immediately. This failure indicates that
the target device already has valid ‘NVR data’.

o Ifthe ‘NVR Area’is blank (all parameters are OxFF), then the script will program the ‘NVR
parameters’ with the custom values defined in the ‘Write data to file’ tab in the script

o The ‘Calibration firmware’ will always be programmed and then executed and the CCAL and
TXCAL1 / TXCALZ2 will be calculated and then stored into the ‘NVR Area’.

e The ‘Production firmware’ will then be programmed

1.3 Checking the final ‘NVR settings’ are correct

It is very important to check that the values which are re-programmed into the ‘NVR Area’ of a target
device are actually correct. Once you have executed the ‘Restore NVR Script’, it is recommended
that you then read back the ‘NVR Area’ using the EQTools — EDS utility and compare the values with
a known working sample of the target board.
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Appendix 6 - ISP-PRO - Quick Start Guide

1.0 Overview

This section offers an overview / quick-start guide to running a 'Sigma calibration / programming’
script with the ISP-PRO application.

ISP-PRO executes ‘Programming Scripts’ in order to control a target Equinox Programmer. These
scripts are created using the EQTools — Script Builder utility and can be tested / debugged using the

EQTools — Script Debugger utility. Once the scripts have been fully tested using EQTools, they are
then ready for executing within the ISP-PRO application.

This section details how to take the files from EQTools and install / execute them within ISP-PRO.

2.0 Installing the Sigma scripts and projects

2.1 Overview

The 'Sigma calibration / programming' scripts and projects are supplied in a single zip file by
Equinox.

Instructions:
e Copy the zip file to your PC hard disk
e Unzip the files to a suitable folder on your PC hard disk e.g. c:\Equinox

Important note:

The zip file contains all the 'development’ source files which were used to make the projects and
scripts. These 'development' files are not required for ISP-PRO and so do NOT need to be copied to
your production PC.

The only files which ISP-PRO actually requires to run the script in ‘production mode' are as follows:
o * esf - Script File(s)
e *PPC - Project Collection File(s)
e *prj- Compiled Project File(s) - only the 'Base Project' is required
o *NEF - NVR Parameter file (if NVR parameters are being merged into the NVR)

All other files are only required for maintaining the scripts / projects by the developer or production
supervisor and therefore do not have to be copied to the 'production PC'.
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2.2 Overview of files required for ISP-PRO software

The illustration below shows which files are required by ISP-PRO and what files ISP-PRO creates
when executing a programming script...

INPUT FILES OUTPUT FILES

These files must be placed in the \scripts folder

Production
Script
File

*

.esf

1512 PRO

Production Control
Software

NVR
Parameter
File

*NEF

Production
Project
Collection

i

User Selections
1 Script file name (*.esf)
) ) : ISP-PRO
2 Production Project database

Collection (*.PPC)

ac_isppro.mdb

3 Production Firmware
Project

4 NVR Parameter File
name (*.NEF)
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2.3 Setting up ISP-PRO to run the Programming Script(s)

In order to execute the 'programming scripts’, it is necessary to install them into your ISP-PRO
'Scripts folder' and also to set up ISP-PRO so that it knows which script(s) to execute.

Please follow the steps below before attempting to execute a 'programming script':

2.4 Start the ISP-PRO application and log in

e Select <Start><Programs><Equinox><ISPPRO> - ISP-PRO application should start up..
e Click the <Login> button

ISP Pro - Ci\test\Sigma\CalibrationSequence\Sigma_Z-Wave_500.PMP |£‘$J
2

File Configure Actions Security Help
Abort Clear Errors

‘ @ e H { & L] H @
Start Auto Project Check | ADO Explorer Login Exit
[ &
SR
>

Login
¢ You will now be asked to enter your password.
Supervisor Login.., @
Fleaze Enter the required Supervizor pazsword
to Logan o the System
Eaggwgrd -------l
[ Qg l I Catizel
e Type in your password (default password is: equinox)
e The <Setup> icon should now be selectable.
ISP Pro - Ci\test\Sigma\CalibrationSequence\Sigma_Z-Wave_500.PMP ==
File Configure Actions Security Help
@ ‘ { = H 1] & (=7 o & & H @ ‘
Abort Clear Errors Start Auto Project Check | Setup... Upload Project Repository...  Programmer Info...  ADD Explorer Logout Exit
I 2
- =
& |
Setup...

e Click the <Setup> icon
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--> The 'PPM Setup' screen will now be displayed with the 'Programmer settings' tab

selected....
PPIM Setup - Cihtest\Sigma\ CalibrationSequence\Sigma_Z-Wave_500.PMP |
File View Help
D W @
Custom Bitmaps Databaze Optionz Ineremental Repositony Global Ophions Global Stings Zebra Printer
Programmer Settings MU Options Zip File Adrinistratar Options Communications Barcode Scanning

2.5 Setting up the correct COM port

If this is the first time that you have used ISP-PRO, then it is likely that the COM port needs to be
configured.

Instructions:
e Click the <Setup> icon
e Select the 'Communications' tab

Programmer S ettings LI Options Zip File Administrator O ptions Cammunic.ation:s Barcode Scanning

Communication O ptions

Test Communications

UsePort |coma = | Fiefresh Part List
Select Programmer Channel/Mode Address:
Timeout [ms] CoM2 Stop Bits 15 =S
o=
Baud Rate | 32400 —
Test
Altemnpts 3IE
Scan Interval 333 %
[riez]

e Click the <Refresh Port List> button

o Alist of the available 'COM ports' on your PC should now be displayed.
e Select the COM port which the programmer is attached to

e Click the <Test> button

e ISP-PRO will attempt to communicate with the programmer and should display a message to
tell you that it has found the attached programmer.

Information @
|' "o 1 Operation: Test communications with attached programmer
' Result: Pass

Com Port: comi

Baud Rate: 38400

Address 0

Serial Number 1465

Type: I5Pnane Series I/TV
Firmware: 6.13n

Current 5tatus is 'Programmer is waiting'
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2.6 Detecting the attached programmer(s)

The very first time you run ISP-PRO, it is hecessary to detect the attached programmer(s) and also
assign 'programmer names' to each programmer.

Please follow the instructions below...
e Click the <Setup> icon

e Select the <Programmer Settings> tab

Pragrammer Settings | Cammunications | MU Options | Zip File Adrinistrator Options I Barcode Scanning

Attached programmer details:

I’ Detect Frogrammer|z]... II

Murmber of programmers:
= [T Use Broadzast Mode

Aszzign a programmer name and script to each available prograrmming channel

Chanmel MName:
|SPnano Senes 1Y Saddress:0

Address:
a

L[

¢ If you have not already detected the attached programmer(s), then click the
'‘Detect Programmer(s)' button.

---> The detection process will provide a list of all attached programmers....in this case it has
detected a single programmer at node address 0.

e Each attached programmer is automatically given a ‘programmer name'
e.g. 'ISPnano Series IV @address:0'.

2.7 Selecting a Script File to run

To select the required 'Script File', follow the instructions below...
e Click the <Setup> icon

e Select the <Programmer Settings> tab
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Pragrammer Settings | Cammunications MU Dptions | Zip File | Adrinistrator O ptions | Barcode Scanning |

Attached prograrmer details:

Detect Programmer(z]... I

Mumber of programmmers:
1 % []Uze Broadcast Mode

Azzign a programmer name and zcnpt to each available programming channel

Channel Mame:

I15Pnano Series H1AY @addiess:0

Address:

=
[==]

Script File Marne:

Sigma_ZW500_Restore_NVR_only_121014,ESF [ &=

Script File Directory:

C:\test\Sigma\CalibrationSequence2

¢ If you wish to select a Script File (*.esf) for a single channel, click the
<Browse> button.
e Browse to and select the required 'Script File' which will have the file extension *.esf.

The 'Script File' should be located in your 'Scripts' directory / folder.

e If you selected ‘Script File’ is not in the ‘Script File directory’ then you will receive the
following warning:

Warning g]

'j Warning this file is not in the current script directary, Would you like to update your script path now?.

e If you click <Yes> then ISP-PRO will automatically set the ‘Script File directory’ to the
directory where your selected script is located.

¢ Once you've selected your 'Script File', then you just need to save your settings by selecting
'File - Save As..." and then specifying a file name. It's a good idea to put this 'ISP-PRO
Settings' file in your 'Script File Directory'.

o

B8 PPM Setup - C:\test\Sigma\CalibrationSequence\Sigma_Z-Wave_500.PMP ==
View Help
@ Open... m
. Save
H I D atabase Ophons | Incremental Bepozitary Elobal Options | [alobal Shingz | Zehra Printer
Save As... ngE | b L= Optione | Zip File | Adminigtrator O phions | Communications I Barcode Scanning
Eﬂ Close ier details:

e You should then see a 'Confirm' screen similar to this one.....
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Confirm @

TheISP-PRO Ceonfiguration Settings have changed.
Do you want to save the current ISP-PRO settings to file 'Chtest\Sigma\CalibrationSequence\Sigma_Z-Wave_500.PPM' before quitting?

| Yes || Mo || Cancel |

¢ You will then be returned to the main ISP-PRO screen where you should see that your
selected 'Script File' is now displayed.

ISP Pro - Cittest\SigmaSigrma_Z-Wave_S00PMP =N ===
File Configure Actions Security Help .
(D) bort &7 Clear Errors () Start Auto | & Broject Check | & Setup.. @ Upload Project i2: Repasitory.. & ProgrammerInfo... | % Logout | [} Run Database Explorer (] Ext _

Parameter Value
Programmer MName 15Pnano Series 1T1/TY @address:0
Seript Name Sigma_ZWS00_Restore NWVR_only_121014 ESF I
Database I©
Seript Time: 00:00
Channel  Status Messages jin]
1 INPROGRESS  Programmer is Waiting
] Report

Serial number=0000000000000000000024BECC000805

ISupeleorMode Auta Programming Stopped! I

e ISP-PRO is still in 'Supervisor Mode' allowing you to change any other settings before going
into 'Production mode'.

2.8 Uploading your Project Collection to the programmer(s)

Before running any 'Script File' which uses 'Standalone programming projects’, it is necessary to
upload these projects to the programmer 'FLASH Memory Store'.

To upload a 'Project Collection' to the programmer, follow the instructions below...

e Click the <Upload Project> button on the ISP-PRO icon bar.
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ISP Pro - C:\test\Sigma\CalibrationSequence\Sigma_Z-Wave_500.PMP ‘ AR X
File gonf:gu: Actions  Security Eelp |
Q @ | & ‘ & 2 2 o o8 8 |
Abort Clear Errors Start Auto Project Check || Setup... Upload Project Repositary... Programmer Info...  ADO Explorer Logout ‘ Exit
1 -
) J -

e If you have already selected the script file to execute, then ISP-PRO should automatically
notify you of which Project Collection (*.ppc) file to upload.

Information @

'-ﬁ-' Operation: Upload Prograrmming Projects which are referenced in the Script File

The Script File which you have selected requires that new Programming Project(s) contained in the specified Project Collection are uploaded.

Frogrammer: I5Pnano Series IV @address:0
Hot File Mame: sigma Jyeain Bestare MNAWR gply 121014 ESF
Froject Collection: CiitestiSigrnatCalibrationSequencedisigma_Z-WaveS00_project_collection.PPC |

Press <0k to launch the Upload Wizard and then follow the an-screen instructions to upload the specified Project Collection.

o If ISP-PRO detects the attached programmer(s), then the 'Upload Wizard' utility will be
automatically started and the following screen will be displayed....

.

1 Equinox Upload Wizard =
Upload Project(s) to programmer Wi
Select <Upload> to upload your selected project(s) to the attached l_]\
programmer (s) 114

Click 'Upload and Verify' to upload selected project(s) to seleted programmer(s).

Page:

Transfer Baud Rate
[230400 ~|

| ﬂ Upload and Verify |

| 3 verify only |

Mext | Cancel |

e Click the <Upload and Verify> button to upload the Project Collection (*.ppc) to the
attached programmers.

¢ Once the upload of the projects is complete, the 'Upload Wizard' will display a list of the
uploaded projects....
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it Equinox Upload Wizard @
Projects in Programmer z'}
The following Programming Projects are now resident in the Programmer
(ISPnano Series LTV @address:0) 1)

Programmer Preview (4 projects found)

Mo, Mame Version  Build Date Authar
0 S03502-5P1 1.0.0.0 02/01/2014 19:03
1 CALIBRATIOM 1.0.0.0 02012014 19:04 John...
2 RUMTARGET 1.0.0.0 02012014 19:05
3 PRODUCTION 1.0.0.0 08/01/2014 23:11 John...
4 11 F
| < Back || Mext = | [ Cancel ]

e Click the <Next> button on this screen and then the <Finish> button on the next screen to
complete the project upload process.

¢ You will then be taken back to the main ISP-PRO screen.

e ISP-PRO is still in 'Supervisor mode' with the programming network stopped.
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2.9 Running the programming Script(s)

To execute your selected Programming Script(s), please follow the steps details below:

1. Click the <Start Auto> icon on the ISP-PRO Icon Bar

ISP Pro - C:\test\Sigma\CalibrationSequence\Sigma_Z-Wave_500.PMP ‘ = |G [
File Configure Actions Security Hel =
Q 4 ”l @ = H & 8 3 ° & 8 ” ]
Abort Clear Errors | Start Auto Project Check Setup... Upload Project Repository... Programmer Info...  ADO Explorer Logout | Exit
’ 1 R
@ |
Start Auto

- All enabled programming channels should now go to the <Connect> state

ISP Pro - Cittest\SigmaSigma_Z-Wave_S00.PMP =N e =

File Configure Actions Security Help

(@) bort &7 Clear Erars Q) shutdown | \ | ©% Logout | (21, Run Database Explarer (] Ext _
SIGMA SD3502 - PROGRAMMING f CALIBRATION SEQUENCE

Press the 'Connect’ button to start the sequence

Parameter Value

Programrmer MName 15Pnano Series 1111V @address:0

K5cript Name Sigma_ZW500_Restore NVR_only_121014.E5F |
Selected Projects Calibration Firmware=CALIBRATION_1.0.2.0

Run Calibration Firmware=RUNTARGET_1.0.2.0
Database 1D

Seript Time: 00:00

Channel  Status Messages ]
1 INPROGRESS  Waiting to Connect

=] Report 0 Connect

Serial number=00000000000000000000AABBCCI00805
D:S¥STEM_STATUS PASS - CommisErrStatus = NOMNE, SysternErrStatus = NOMNE, Systern3Status = Programmer i3 waiting I Supervisor Mode  Mow Auto-programming... I

The message ‘Now Autoprogramming’ should be displayed at the bottom right-hand corner of the
ISP-PRO window.

Supervisor Mode Mow Auto-programming...
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2.10 Executing the programming / calibration sequence

To execute the programming / calibration sequence on a Target System (DUT)....
1. Connect a Target System (DUT) to the relevant programming channel

2. Click the <Connect> button on the bottom-right of the channel icon to commence the
programming operation on the selected channel.

SIGMA 5D3502 - TX CALIBRATION SEQUENCE

‘Connect the Target Board (DUT) to the programmer
|Press the Connect button to start the sequence

Parameter Value

Programmer Name 1SPnano Series III/IV @address:0
Script Name Sigma_ZW500_TX_Cal_2.ESF
Database ID

Script Time 00:00

Status: Waiting to Connect I 0 Connect |

2. The script will then start to execute....

SIGMA SD3502 - TX CALIBRATION SEQUENCE

\Now programming Calibration Firmware into DUT
Please wait....

Parameter Value

Programmer Name ISPnano Series ITII/IV @address:0
Script Name Sigma_7ZW500_TX_Cal_2.ESF PROG RAM

Database 1D 13

Script Time 00:02

AutoProgram 1 CALIBRATION
|5tatus: Applying power to Line Drivers [ Target System @ Abort
|

--> The icon will display 'Auto Program'
--> The 'Script Timer" will now start timing the execution of the script.

Important note:
e You can abort the execution of the script at any time by pressing the 'Abort’ button.
o However, this will leave the 'NVR area' blank so the Target IC is now scrap !!!
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2.11 Programming sequence - PASS

If the programming sequence is successful (executes without any errors), then the following screen
will be displayed.....

SIGMA SD3502 - TX CALIBRATION SEQUENCE

Disconnect the Target Board (DUT) from the programmer
Press the Disconnect button to reset the sequence

Parameter Value P ss
Programmer Name ISPnano Series ITI/TV @address:0

Script Name Sigma_ZW500_TX_Cal_2.ESF

Database 1D 12

Script Time 00:14

AutoProgram 3 PRODUCTION

Status: Programmer is Waiting

o Disconnect

e ISP-PRO will display 'PASS - Disconnect now'
e The Target Board (DUT) can now be disconnected from the programmer.
e Pressthe 'Disconnect’ button to reset the sequence ready for the next Target Board (DUT)
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2.12 Programming sequence - FAIL

If the programming or calibration fails for any reason, then the following screen will be displayed

SIGMA SD3502 - TX CALIBRATION SEQUENCE

The programming [/ calibration sequence has failed.
Press the Disconnect button to reset the sequence

Parameter Value

Programmer Name ISPnano Series III/IV @address:0
Script Name Sigma_ZW500_TX_Cal_2.ESF
Database ID 11

Script Time 00:01 DISCONNECT
NOW

Status: Programmer is Waiting
Werify Error - read NVR VER = OxFF expected = 0x01

Werify Error - read NVR CRC16 = OxFFFF expected <> OxFFFF

e |SP-PRO will display 'PASS - Disconnect now'
e The Target Board (DUT) can now be disconnected from the programmer.
e Pressthe 'Disconnect' button to reset the sequence ready for the next Target Board (DUT)

Important note:
If the programming fails for any reason, the 'NVR Area' will be left blank (all OxFF).

This means that the Target IC / Module can never be re-programmed again because the 'Factory
NVR calibration data' has now been permanently erased.
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3.0 Setting up an Incremental Serial Number

It is possible to setup an 'Incremental Serial Number' within ISP-PRO to generate any format of
serial number, RFID, MAC address etc. There is a special utility within ISP-PRO called the
'Incremental Repository' which is used to generate and store any form of 'serial number'. The
generated 'Serial Number' can then be programmed into the FLASH or 'NVR Area’ of a target device.

The 'Sigma calibration / programming' scripts and projects are supplied in a single zip file by
Equinox.

3.2 Importing a Serial Number from file

In many instances, a 'Serial number' or 'MAC address' may have already been setup for a particular
application. It is possible to import this 'Serial number' from a file directly into the 'Incremental
Repository' - see instructions below.

Instructions:
e Start ISP-PRO
e Login
¢ On the top icon bar, click the 'Repository’ button

5 - oo R S - —
File Configure Actions Security Help
@ Abort &7 Clear Errars () Start Auto | = Project Check | & Setup... Upload Projectle_., Reposwtory...lo Programmer Info... | O Logout | ) Run Database Explorer Exit |

The 'Incremental Repository' screen will then be displayed....

Incremental Repository [&J
Get Data from Registry (@) Get Data from Database
Mo, Description Current Value Increment Min Max Format Increment at End Preview Add

==

e Click the 'Import' button on the right-hand side

e Browse to and select the required 'Serial number file' eg. UUID.ERE

e This should import the 'Serial number' value, increment, format etc into the ‘Incremental
repository’.

¢ In this example, the 'Serial number' is called 'INC1' and is a 16-byte number which is written
into the '"UUID' NVR field.
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e The 'Current value' is the value which will be programmed next which is represented in the
actual display format in the 'Preview' column.....

Incremental Repository

Get Data from Registry Get Data from Databas:
Mo. Description Current Value Increment Min Max Format Increment at End Preview
INC1 uuID 2009 1 a 16777215 0000000a,..  MNO 00000000000000000000AABBCCOO07DY

¢ Once you have setup the 'Incremental repository' then this saves 'INC1' to the database so
the value of this 'Serial number' will always be remembered.
e Click 'Close' to save the 'Incremental repository’ settings.
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Appendix 7 - FLASH File - CRC32 Checksum

1.0 Overview

The Z-Wave 500 series devices feature a 32-bit (4 byte) FLASH checksum (CRC32) which is used by
both the Equinox programmer and the Z-Wave device itself at run-time to validate (verify) that the
FLASH contents have been programmed correctly are not corrupt. The 'CRC32 Checksum' is
calculated over the entire FLASH address range except for the last 4 bytes. The calculated 'CRC32
Checksum' is stored in the top 4 bytes of the FLASH.

The table below shows the various components which make up the 'Final FLASH File' which is used
to program the FLASH area of the Z-Wave device....

FLASH File
FINAL The 'Final FLASH File' is made up of the data detailed below...
Foil User Code / Data
* Hax This is the actual 'Z-Wave Product Firmware' and any other 'user data'

which needs to be programmed into the 'FLASH area’ of the Z-Wave
device.

Tx Power Parameters

The 'Tx Power Parameters' control the output power of the Z-Wave
device RF transmitter. The power parameters must be stored at specified
User Code / Data locations in the 'Final FLASH File'.

CRC32 FLASH Checksum

The 'Final FLASH File' must contain a 4-byte 'CRC32 Checksum' of the
CRC32 Checksum entire FLASH image. This checksum must be stored in the last 4 bytes of
the file.

Tx Power Parameter

Important notes:

1.The Equinox EQTools configuration software expects that a valid 'CRC32 Checksum' is pre-stored
in any input BINARY or HEX file for a Z-Wave 500 series device. If a valid 'CRC32 Checksum' is not
detected, then EQTools will display an error message ‘Invalid CRC32 Checksum'.

2. It is recommended that you update the 'Tx Power Parameters' before you calculate the 'CRC32

Checksum' because the checksum will need to be changes if you update the 'Tx Power
Parameters'.
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1.1 Using EQTools - EDS to update the CRC32 checksum

The EQTools - EDS utility can be used to update your existing 'Firmware FLASH file' with the
correct 'CRC32 Checksum' and 'Tx Power Parameters'. EDS takes the 'Original FLASH file' and
the 'Tx Power parameters' as input, calculates the 'CRC32 checksum' of the entire FLASH image
and then outputs the 'Final FLASH File' - see illustration below.

Tools
EDS
(Development
Suite)
ORIGINAL
FLASH
FILE
*.hex, *.bin il
f..3»| CRC32 FLASH

Checksum e T f—— FILE
> Generator ey

Tx Power Parameter jf——=>>

User Code / Data

Tx Power Parameter

CRC32 Checksum

1.2 Why do | get an invalid FLASH CRC32 checksum error?

When a BINARY or HEX file is loaded into the 'FLASH buffer' of the Equinox EQTools software, the
file loader automatically checks to make sure that a valid 'CRC32 Checksum' for the data in the file
is stored in the last 4 bytes of the file data image.

The screenshot below shows a valid 'CRC32 Checksum' stored in last 4 bytes of the 'FLASH file’
(address range: OX1FFFC - OX1FFFF).....

Ox1FFED: FFFFFFFFFFFFEFEFFFFF FF FF FE :
O0z1FFFO: FFFF FF FF FF FF FF FF FF FF FF FER7Z 26 1I0F7Y |-
Sigma 500 Chedksum: Input file CRC = 0xF7102672, Calculated CRC = 0xF7102672
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If the input file does not contain a valid 'CRC32 Checksum' then the following error message will be
displayed.....

0x00120: FO74019322BE 010469 62 BAB3FOESFOAT &t.1"s. . 11118358
O0x00130: FO225006F7 09A7FO 19 22BBFE O F3ESFD &"P.<.58."»h.44d

Warning! Invalid FLASH CRC32 Chedksum
Input file CRC32 checksum = 0xFFFFEFFFF, Caloulated CRC32 checksum = OxF7102672

This error message simply means that the input BINARY or HEX file either has no 'CRC32
Checksum' setup in it as the CRC32 checksum of the file is OXFFFFFFFF.

1.3 Loading standard Z-Wave Firmware releases from Sigma

If you are trying to load a standard Z-Wave 'firmware file' released by Sigma Designs for a Z-Wave
500 series device, then none of these 'standard’ hex files contain a valid 'CRC32 Checksum'. It is
therefore necessary to use the Equinox EQTools - EDS development software to resave the hex file
with the correct 'CRC32 Checksum'.

1.4 Loading a custom Z-Wave Firmware release

If you have created your own BINARY or HEX file to program into the FLASH area of a Z-Wave 500
series device using a third party compiler, then your files will definitely NOT contain the 'CRC32
checksum' as part of the file image. It is therefore necessary to use the Equinox EQTools - EDS
development software to resave the hex file with the correct 'CRC32 Checksum'.

1.5 How to correct / add a valid CRC32 checksum to an input file

If your input 'FLASH file' does not have a valid 'CRC32 Checksum', then the file cannot be used for
programming within EQTools. It is necessary to generate a 'CRC32 Checksum' for the file and then
re-save the file with this checksum before the file can be used with EQTools to program a 500 series
Z-Wave device.

Please follow the instructions starting in section 1.6 to create a hex file with a valid embedded
'CRC32 Checksum'.
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1.6 Opening the project in EDS (Development mode)

A simple way to open the project in EDS (Development mode) is as follows:
e Open the Project Collection
e Click the project you want to test in EDS once so that it is highlighted
o Now click the 'Check project in EDS mode' button

Project Manager - C:\test\Sigma' CalibrationSequence\Sigma_SD3502_project_collection.PPC EI@

Details |Files | Power Supply | Fuses | Security | State Machine | Programming Speed | Retries | Memary Map
Mumber  Unigue Id Version Build Date Target Device Target Programming Interface Signature
=30 SD3502-5P1 1.0.0.0 02/01/2014 at 19:03 503502 (SPI) SPI 3-wire +RESET_N (Z-Wave) Ox7F7F7FFF1IF0401
o CALIBRATION  1.0,0.0 02/01/2014 at 19:04 SD3502 (SPI) SPI 3-wire + RESET_NM {Z-Wave) Ox7F/F/F/FIF0401

32 =] II'HITaRGFF 1.0.0.0 0211/2014 &t 19-05 S350 (SPTY SPT Swire 4 BESFT [ (7 A =wesl 3 7F 7F 7F 7E1E0401
I 3 PRODUCTION  1.0.0.0 13/01/2014 at 21:15 503502 (SPI) SPI 3-wire + RESET_NM (Z-Wave) Ox7F/F/F7F1F0401
4 I 2

| 7 Edit Project | I Bl Test Project in EDS |I £t Upload selected praject.. | | E. Upload all projects. ..

Programmer Type: I5Pnano Series III/IV Total FLASH usage - Used: 141.0 KB (0.9%), Free: 15.9 MB bytes (99. 1%) Programmer Flash Page Size = 2

The selected project should then launch in 'EDS - Development mode'....

¥l Equinox Development Suite (EDS)... - C:\test\Sigma\ CalibrationSequence\ Test PRODUCTIOM.EDS o[ 2| S

Overview | Programmer | Target Device | SPI Settings | Target Power Supply | Erase VR Security | SRAM

Flash File Updated:

Edit Buffer
€:\...\ZM5202_calibration_en_P37 _ref P23.hex 22/12/2013 21:11:32 | [ Reload |

| Erase buffer before file load /| Skip all leading and trailing 0xFF

Automatically reload into buffer on change Automatically upload to target on change

]

1.7 Calculating the CRC32 checksum of the input file
The 'CRC32 checksum' of the input file can be calculated as follows...
e Select the 'FLASH' tab

e Your selected input file should be displayed in the buffer area

e Use the scroll bar on the right-hand side of the EDS window to scroll down to the end of the
target device FLASH area.
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Bl Equinox Development Suite (EDS)... - C:\test\Sigma\CalibrationSequence\Test PRODUCTION.EDS == G

Overview | Programmer | Target Device | SPI Settings | Target Power Supply | Erase VR Security | SRAM

Flash File Updated: Edit Buffer
C:\...\ZM5202_calibration_en_P37_ref P23.hex 22122013 21:11:32 | ] Reload | S
/| Erase buffer before file load /| Skip all leading and trailing 0xFF | | savess..

Automatically reload into buffer an change Automat

ally upload o target on change

0x1FE70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0xl1FES0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x1FES0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0xl1FEAQ: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x1FEBO: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x1FECO: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x1FEDO: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x1FEEQ: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0x1FEF0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Target Device:

| F  Reset |

0xl1FF00: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF |m|
0x1FF10: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF |m|
0xl1FF20: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF L =
0x1FF30: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF |m|
0xl1FF40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Ll ==
0x1FFS0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Blank Chec
0xlFFe0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF S
0xl1FF70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | ® Read. |
0x1FF80: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

0x1FFS0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | » write.. |
0x1FFAQ: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

0x1FFBO: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | P verify... |
0x1FFCO: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

0x1FFDO: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF | R Check CRC |

0x1FFEQ: FF FF FF FF FF FF FF FF FF FF FE FE
0z1FFFO: FF FF FF FF FF FF FF FF FF FF FF FRFF FF FF FF

Size = 131072 (0:20000) CRC: 0x85BC696E 0 (0:0000) Last Non FF (0x21F1)

e As you can see, the last 4 bytes of FLASH are set to OXFFFFFFFF. This means that the
'CRC32 checksum' is invalid.

o Now click the 'Calc CRC' button

o EDS will now calculate the 'CRC32 checksum' for the file loaded into the buffer area.

Information @

e ) Operation: Calculate CRC of Flash Buffer Area
0 Start Address: (w0000
Nao. of Bytes: 0 FFFC
End Address: 0x1FFFB

Calculated CRC: 0xB5BCH96B
Current CRC: 0xFFFFFFFF

Would you like to update the value in the buffer to match this?

o Click the 'Yes' button to update the 'Calculated CRC' value into the last 4 bytes of the
'FLASH buffer

e If you look at the last 4 bytes of the 'FLASH buffer’, they have now been updated with the
'‘Calculated CRC checksum value'....

0x1FFE0D: FF FF FF FF FF FF FF FF FF FF FF FL TV VTV VVTYY
0x1FFF0: FFFF FF FF FF FF FF FF FF FF FF FEJGE 69 BC 85 Q¥wvivivyvyyyliXl
Size = 131072 (0:20000) CRC: 0xB5BCE96E O (0n0000) Last Mon FF ((x21F1)
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1.8 Saving the revised file with the CRC32 checksum

You now just need to save the modified 'FLASH buffer' back to your original hex file.
e Click the 'Save as' button
e The 'Save FLASH buffer' window is now displayed.....

- Save Flash Buffer @

lUse file start and end addresses

Start Address

Oc000000 Entire Device

Mo of bytes
131072

Remaove preceeding '0xFF

Bl Adiciress | Remove trailing '0xFF |

0x01FFFF

DOffset
000000

oK | | Cancel

e Click the 'Entire device' button --> This selects the entire address range of the device which
includes the 'CRC32 checksum' value stored in the last 4 bytes of the FLASH.
¢ Click 'OK" and then browse to the folder where you want to save the file.

File name: | Test CRC32 File.hey -

Save as type: | Flash Files (*.HEX, *.A490, *.BIN, *.ROM, *.EEF) v|

= Hide Folders save | [ Canced |

e Click the 'Save' button to save the file.

e The contents of the 'FLASH buffer' including the now valid 'CRC32 checksum' is saved to
the specified file name. You may want to change the file name to append 'CRC32' on the end.

¢ This file can now be loaded back into the 'PRODUCTION' project as it has a valid 'CRC32
checksum'.
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Appendix 8 - Sigma SD3502 Evaluation
Module

1.0 Overview

This section describes how to interface an Equinox ISPnano programmer to a 'Sigma SD3502
Evaluation Module' via the 'UART' programming interface.

1.1 Equipment required

The following equipment is required for the programming evaluation
e |SPnano Series IV programmer
e |OMODS - I/O Connector Module
e Sigma SD3502 Evaluation Module (available to order from Sigma Designs)
e 10-way IDC ribbon cable
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1.2 Connecting the programmer to the Sigma eval module

This section describes how to interface an Equinox ISPnano programmer to a 'Sigma SD3502

Instructions:
e Insert the 'IOMODG6' I/O Connector Module into the 'ISPnano Series V' programmer
e Plug one end of the 10-way IDC cable into the 'Equinox header' 10-way IDC connector on
the 'TOMODG6' module.
¢ Plug the other end of the 10-way IDC cable into the 10-way IDC connector on the bottom
(base) PCB of the 'Sigma SD3502 Evaluation Module' - see illustration below

I/0 MOD 6

Sigma Base Module
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Appendix 9 - Sigma connector definitions
1.0 Sigma - ISP Header Selection

# |ISP Description / Function ISP Header Pin-out
Header
1 J6 EqUinOX 10'Way Header(a) PROG VCC 1 2_{ PROG SPARE

i

PROG_SPARE

Device support:
Sigma Z-Wave 500 series devices via the
'SPI' interface.

NIC

=

T
1111

PROG_GND

©

PROG_GND
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Appendix 10 - Connecting the Z-Wave target
board to an ISPnano programmer

1.1 IOMOD10 module - connections to Z-Wave target board (SPI
interface)

The diagram below shows the typical connections between the Equinox IOMOD10 connector module
and a Z-Wave target board using the SPI programming interface.

o AVDD/DVDD
Calibration
Frequency

WARNING!

Do not connect
Pin 2 of the 10-way
IDC connector to
the target system

o | Z-Wave
| 500 Series External Power Supply
1 Device / Module (if required)

@

IOMOD10
Module 2

Z-Wave Target
Board

o - :'r'l\'}cc
x | e
s El:
LI | e

o =IEVE’;TP
TVCCONSS -

2 ]f

ISPnan -IOMOD-10-V1-0

Ground (0V) 0

— ’ '..':'.-' " Fixture star
connected
ground

(Target Power)
-lOMOD-10-V1-0 LED

Number Description

IOMOD10 calibration / connector module

10-way ISP cable

Customer Target Board featuring Z-Wave module or IC

Z-wave module or IC

External power supply (used to power the Target Board) if the programmer is not
supplying power)

Fixture main GROUND connection.

6 The Target Board, programmer and External Power Supply should all be star
connected to this common GROUND point.

g1 [ WIN(F

Important notes...
1. It is recommended that separate thick wires are used for the "Power 0V" and "Power VCC"
between the programmer and the target board.
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2. A separate GROUND connection should be made from the Target Board to the star-connected
GROUND point in the fixture.
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1.2 IOMOD7 module - connections to Z-Wave target board (SPI

interface)
TARGET
TVee POWER
(Target Power)
LED
- J7
AVDD/DVDD
Calibration
Frequency
3
é._, 2
3 Z-Wave
E 500 Series
E! - Device / Module
WARNING!

Do not connect
Pin 2 of the 10-way
IDC connector to
the target system

YIAVIHOVIFTAN Y 5

Z-Wave Target
Board

IOMOD7
Module

Y¥3AY3H IdS TINLY
ooo

Ground (0V)

External Power Supply
(if required)

-ve (black) GND +ve (red) E]

Fixture star
connected
ground

Number Description

IOMOD7 connector module

10-way ISP cable

Customer Target Board featuring Z-Wave module or IC

Z-wave module or IC

g1 | BRWIN(F

supplying power)

External power supply (used to power the Target Board) if the programmer is not

Fixture main GROUND connection.

connected to this common GROUND point.

6 The Target Board, programmer and External Power Supply should all be star

Important notes...

1. It is recommended that separate thick wires are used for the "Power 0V" and "Power VCC"

between the programmer and the target board.

2. A separate GROUND connection should be made from the Target Board to the star-connected

GROUND point in the fixture.
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1.3 IOMOD4 connector module - connections to Z-Wave target
board (SPI interface)

The illustration below shows how to connect a 'Z-Wave module / target board' to an ISPnano
programmer using an IOMOD4 connector module.

A

IOMOD4
Module

J? m

RESET_N

= cLocK Mos!
) a = BUFFER MISO External Power Supply
=S q SCK (if required)
w22
] Z-Wave

500 Series
Device / Module

c__]

-ve (black) GND +ve (red) E

Fixture star

............................. é connected
—I—_ '.'i._'. *  ground

Number Description

1 IOMOD4 connector module

2 Customer Target Board featuring Z-Wave module or IC

3 Z-wave module or IC

4 External power supply (used to power the Target Board) if the programmer is not

supplying power)

Fixture main GROUND connection.

5 The Target Board, programmer and External Power Supply should all be star
connected to this common GROUND point.

Important notes...
1. It is recommended that separate thick wires are used for the "Power OV" and "Power VCC"

between the programmer and the target board.

2. A separate GROUND connection should be made from the Target Board to the star-connected
GROUND point in the fixture.
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1.4 IOMOD4 connector module + Clock Buffer - connections to Z-
Wave target board (SPI interface)

The illustration below shows how to connect a 'Z-Wave module / target board' to an ISPnano
programmer using an IOMOD4 connector module and also a remote 'Clock Buffer'. The 'Clock Buffer'
is used to buffer the SPI SCK signal at the target end of the wire to ensure good signal integrity.

|OMOD4 AVDD/DVDD 4

Module

External Power Supply
(if required)

500 Series
Clock Buffer Device / Module

(5
[j. ,_g N D Z-Wave Target

Board
@ J.2 -

-ve (black) GND +ve (red) B

Ground (0V) : e

! Fixture star
Sessssssssssssssssssasscnsanal connected

ground

Number Description

IOMOD4 connector module

10-way ISP cable

Clock Buffer

Customer Target Board featuring Z-Wave module or IC

Z-wave module or IC

External power supply (used to power the Target Board) if the programmer is not
supplying power)

Fixture main GROUND connection.

7 The Target Board, programmer and External Power Supply should all be star
connected to this common GROUND point.

o O~ WIN|F-

Important notes...
1. It is recommended that separate thick wires are used for the "Power 0V" and "Power VCC"
between the programmer and the target board.

2. A separate GROUND connection should be made from the Target Board to the star-connected
GROUND point in the fixture.
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